1 AD DS (Active Directory Directory Services) )

AD CS (Active Directory Certificate Services)
DNS (Domain Name System)

DHCP (Dynamic Host Configuration Protocol)

IPAM (IP Address Management)
RAID (redundant array of independent disks)

File Server

ITIS (Internet Information Service)

EFS (Encrypted File System)
NLB (Network Load Balancing)

Active Directory Backup & Restore

(WDS) Windows Deployment Service

(WSUS) Windows Server Update Services
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( Active Directory Directory Services
Network Infrastructure

Application

tWorkgroup (Decenteralized Management)
LSD,Local SAM,ICS

Authenticate, SMB,CIFS,NBT
Authentication,Authorization,Accounting
(NTLM

/

)2 4 B

SMB, FTP

Whoami, hostname,Netstat -n

Domain Base (Centeralized Management)
Network,DSD,GSD

TGT,Kerberos

Active Directory Directory Services

) 34 N

AD DS,LDAP, AD CS, AD RMS, AD FS

DDP (Domain Data Partition)

NC (Naming Context)

Domain, OU, Forest

Forest Root Domain

Trust (Oneway , Twoway)

Trust (Transitive , None Transitive)

(CIP (Configuration Information Partition)
Computer Name (FQDN , NetBIOS)

>Sysdm.cp1

~

Name Space Structure
Tree , Graph , Child
SPOF (In service , In Structure)

| CIA (Confidentiality,Integrit ,Availability)

/

5 4 N

Performance(Load Balancing Quick Access)

Service Application (Stateful , Stateless)
DNS(Query,Netmask ordering,load balance)
Automatic Replication

Push & Pull Replication

KCC (Knowledge Consistency Cheker)
Repadmin /kcc,ipconfig /displaydns

® 0 ) @80 )

AN
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Physical Site (Quick Access)

Well Connection

Intera Site , Inter Site
Default-First-Site-Name

User Interface , Management Tools
SP (Schema Partition)

Schema Extend

AN
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ADP (AD Integrated Application)

Replication Scope Per Partition
Global Catalog
GC Server

®

| 84

Permission (Allow,Don’t Allow,Deny)
Type of Partition

DC Install
Service.msc,dismgmt.msc,control,sconfig
Msconfig,winver,ncpa.cpl,ntdsutil
DSRAM Password

Forest & Domain Functional Level

DFL & FFL

~

/
| 9 4 N
Log Files (Transaction Log,Event Log)
Sysvol Folder ,Convert.exe
Attended & Unattended Install Script
Transaction Commit, Auto Recovery
Dnsmgmt.msc,dsa.msc,domain.msc
Dssite.msc,dsac,adsiedit.msc
Repadmin /kcc-syncall-replsum,dcdiag /q
Adreplstatus,SCOM

/
104 N
Domain Admin Group,Enterperise Group
Schema Admin Group
Join to DC (Online,Offline)
Computer Account,Standard User Account

Domain Users Group
Join to domain Delegation Control
Trust Relationship Error

N/
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114

Rejoin lusrmgr.msc

Disable & Reset Computer Account
Account Operator Group

>]0in to Domain from Command

Active Directory Administration-Manage

Snap-In, RSAT (Remote Server Admin)

Compmgmt.msc,sysdm.cpl,gpedit.msc

Gpmc.msc,ldp,ntdsutil esentutl

/
£ 124 N
Snap-In AD Schema (schmmgmt.dll)
User Mode , Author Mode

UPN (User Principal Name) Suffix
Change Password, Log on to,Log on Hours

Group Policy
Local Group Policy Object (Local GPO)
None Local GPO (GP Object)

Local GPO scenario

® 0)e o) 6 ee|eeee
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| 134 N

GP Object Priority (Site,Domain,OU)
Password Policy
7Rsop.msc,gpresult /H name.html
Link to GP Object
GP Object Scenario
GPO Refresh-Update Interval
Gpupdate /force,Specopsgpupdate

Group Policy Update Policy

N/ @@ea Y4

©

/
144 N

Overal Group Policy Management View
Open Migration Table Editor

Block Inheritance

Linked Enabled

Report from Policy

Gmmc.msc Connect to Specefic DC

N/

N\

154

Conflict in common policy

GPO Priority

Revolution in Contradiction in Policy
Policy Enforce

Preferences Policy

Administrative Templates

Adm & .Admx

Policy Filter Option,Sysvol Bloat

N\

164

Policy Definition

Local Store & Central Store
Scripts (Startup-Shutdown)
Scripts (Log on-Logoff)
Default Domain & Domain ControllerPolicy|
Dcgpofix

GPO Container & Template Location
Password Policy & Lockout Policy

@@\/
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174 N
Password Policy & Lockout Policy on DC
PSO (Password Setting Object)
ADSI Edit PSC Container

Dsget user

AN

184

User Account ...
Local User Profile

Temperory Profile
Roaming User Profile
Mandatory User Profile

Super Mandatory User Profile
Y%userprofile%,%username%,%windir%

%programfiles%,.,..

o
-

ar)

o

AN

194

User profile (logon Script)

Map Drive , Home Folder

ABE (Access-Based Enumeration)
Group , Object ,ACL

Local Groups

Permission & Rights in Groups
Built in & None Built in Groups

® 0 )(eeee (@ o

/
204 B
AD Groups
Type (Security & Destribution)
Scope (Domain local,Global,Universal)

Netsted Groups
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Restricted Group Policy
Run as Administrator

ALP (Accounts member Local+Permission)
AGLP

oy

How to identify group membership
Group Naming
Shadow Group

i

Group Scope And Member

Snapshot
Log on Cache
OU (Active Directory Permission)

aw

Create Container

2y

( Computer Account

Net computer , Net user

FSMO (Flexible Single Master Options)
DC Based on NT (old)

DC Based on AD After win 2000

N/

©

AGP Active Directory Directory Services Master & Multi Master Role

AGDLP

AGUP , AGUDLP Y, Y, ) Forest Wide & Domain Wide Role
\254 N 264 R 27 N {28

Schema Master Role

Domain Name Master Role

RID (Relative ID) Master Role
Infrastructure Master Role
PDC Emulator Master Role

PDC Emulator Duties

Optimizing the Placement of Operations
Masters

Identifying Operations Masters

Netdom Query FSMO

Dsquery Server

Transferring Operations Master Roles
Seize Master Roles

Seize Commands

Seize Scenario
Temporary and permanent Seize Roles

-

N
w
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)
~
Two DC Role Sample
Reasons for Demote Domain Controller
Inplaced Upgrade DC

Migration DC
Force demote(Removal) AD from Server

Metadata Cleanup

AN

294
IFM (Install From Media)
TGT (Ticket Garanting Ticket)
TGS (Ticket Garanting Service)
Trust First & Second Category
Tree Root Trust , Parent-Child Trust
Shortcut Trust, External Trust

Forest Trust , Realm Trust

AN

©y

External Trust Sample
One way -NoneTransitive-Manual

o
Ve
o
/
Domain Wide Authentication

/

o
4 314
External Trust Sample

Two way -NoneTransitive-Manual

Selective Authentication

AN
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AD Site
FRS(File Replication Service)

DFSR(Distributed File System Replication)

Site Link
Site Link Transport Type
Site Link Cost

/

N\
N/

©

Universal Group Membership Caching
RODC (Read Only Domain Controller)

FBS (Prefered Bridged Server)

LAPS (Local Administrator Password
Solution)
Enable local administrator & Rename that

admpw.admx Policy

/

344 N
Install LAPS.x64.msi on Domain Controller
Schema Extend-ms-Mcs-AdmPwd
Schema Extend-ms-Mcs-AdmPwdExpire
Set-AdmPwd ComputerSelf Permission
Set & Remove All-Extended Rights

N/

354

Publish LAPS.x64.msi Via GPO
Three way view LAPS
Reset LAPS

MSA (Manage Service Account)

N\
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©

Top 10 Most Important Group Policy for
Preventing Security Breaches
Moderating Access to Control Panel
Control Access to Command Prompt
Important about Windows Update
Disallow Removable Medias USB,....
Prevent Windows LAN Manager Hash

@& & @)

©

Top 10 Most Important Group Policy for
Preventing Security Breaches

Restrict Software Installations

Disable Guest Account

Set Password And Lockout Policy Limits

Disable Anonymous SID Enumeration

/

AN
N/

| 384

Policy CSE(Client Side Extention)

Pre GPO Filtering
Enforced Policy
Block Inheritance

@ @\/

LoopBack Processing

394

Pre GPO Slow Link Detection Policy
GPO Filtering
Security Filtering (AD Permission)

WMI Filtering (Dynamic Filtering)
Wmic Command

WMI Query Language (WQL)

ENCe,

AN
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(WMI Explorer
Item level Targeting & WMI GPO

Folder Redirection Policy
Software Installation

Computer Configuration Assign & Advance
User Configuration Assign & Publish

/@ @@\/

ZAP File Structure

/

www.freebay.ir



414

Software Restriction Policy
AppLocker Policy

GPO Planning
Role Design

Team Design

/

424

( RSoP(Resultant Set of Policy)
RSoP Logging
> RSoP Planning
Certificate
CIA Triad , Confidentiality , Integrity
CIA Triad , Encryption

Two Way Encryption (Symetric,Asymetric)
One Way Encryption
%

434

Symetric & Asymetric Encryption
Shared Key , Private Key ,Public Key
Confidentiality + Authenticity

PKI (Public Key Infrastructure)
Asymetric + Symetric Algorithm
Type of Symetric,Asymetric,Hash

444

Hashing & Digest
Confidentiality,No Integrity,No Authenticity
No Confidentiality,No Integrity, Authenticity

Confidentiality,Integrity, Authenticity

\

Digital Signature (DS)

.
W
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454

Certification Authority (CA)

Self Sign,Public CA,External CA,Private CA
Request CA .pfx and .cert

CA Authentication

Certificate Trusted List (CTL)

Certificate Revoke List (CRL)

CRL Distribution Point (CDP)

CRL Base , CRL Delta,Online Responder Y

N

464 N

/
WildCard Certification
Subject Alternate Name (SAN) Certificate

)

DV SSL Domain Validated
OV SSL Domain Validated
EV SSL Domain Validated

Certlm.msc , Certmgr.msc

® 0 ) ® o

J
474 N\
Certificate Chain
Root CA , Intermediate CA , End Entity CA
Enterprise CA
Standalone CA
Installing AD CS Server Role

N/
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Create Certificate template (WS,Client)
Group Policy for Automatic Enrollment
CDP & AIA

Certificate Hold , Certificate Publisher
Request New Certificate No.1 & 2

N
)
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®
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/

494 B
Request New Certificate No.3
.cer & .pfx
Name Resolution (DNS , Wins)
NetBIOS , FQDN
Ipconfig /displaydns , ipconfig /flushdns
Hosts file

Node Type (LMHOST - Wins - Broadcast)

/
504 N

Dnsmgmt.msc , Dnscmd ,Getcommand

Static & Dynamic DNS

)

Forward Lookup Zone
Newhost (A,AAAA)
CNAME

MX RECORD

@ @\/

AN

514

NSlookup

Forward Lookup Zone

New Delegation , Other New Record
DNSSEC, General Status

Type (Primary , Secondary)

SOA , Name Server

Zone Transfer (AXFR ,IXFR)

N

N\
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DDNS In Network Without AD
Hard Registration & Soft Registration
Stale & Scavenging
Update Record & Refresh Record
SOA Tab (Serial ,Primary Server ,TTL)

NS Record , MX Record , Glue Record

@ @\/

4

/

534 N
WINS & WINS Lookup

Forwarders

LMHOST , WINS, Broadcast
Cache Lookup

Private Zone Secondary

Conditional & Unconditional Forwarders

®

Y4 @ @\/ @ @\/ @ @\

AN
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Stub Zone

Name Resolution Hierarchical

Root Hint , Root Zone , Dot Zone

Top Level DNS, Second Level DNS , Hosts
Inverse Quary

Recursive Quary

Iterative Quary

AN
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No RootHints & Forwarders
Forwarders Without RootHints
DNS Properties Advance
Cache Poisioning

Reverse Lookup Zone , PTR

GlobalName Zone
SRV Record

AN
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Auto Discovery (SRV Record)

DNS + AD Integrated Zone
Delegation Error

Internal & External NameSpace

N/

\574 N\

ADP DNS Partition
_Msdcs Zone

Domain Scope Zone

Forest Scope Zone

.
/

O,

%
| 584 B
SRV Record & Service Locator
SCP AD Service
Ipconfig /registerdns & Netlogon Service
Secure only & Nosecure DDNS registaration|
Replication Sync Zones
Security Tab
Add a ADP Partition

/
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AN

594

Configure DNS in Clients

DHCP Server Broadcast Domain
DHCP Discover

DHCP Offer

DHCP Request

DHCP Ack + Options

N\

604

Destination Broadcast MAC

Listen Ports 67,68 UDP

Transaction ID

Automatic Private IP Address (APIPA)

Configure DHCP SRV
Rogue DHCP SRV, Active & Authorize DHCP|

BootP SRV /
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Display Statistics & Reservation
Server,Scope,Reservation Options
User Class ,DHCP Class ID
DHCP Policies

Vendor Class & Predefined Options
Disable NBT via DHCP

624

DHCP Backup , mdb File
Compact Database with jetpack
Integrity DNS Server + DHCP Server

DHCP Relay Agent
Name Protection

e

)

@ Reconcile

634

Name Protection & Credential user

DHCP HA (FailOver Clustering)
DHCP HA (DHCP FailOver))

e

@
)

644

Unicast Scope , Multicast Scope

Super Scope , Multimode , Multinet
Confilict Detection attempt

Export, Import And Migrate a DHCP SRV
DHCP Starvation

/
@ N

0
-
4
@ IPAM (IP Address Management)
RAID (redundant array of independent disks)
JBOD(just a bunch of disks)
Spand Volumes
RAID Controller

RAID 0

a

@@\/

/AN
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664

RAID 1,RAID 5

Parity
Hot Spare , Cool Spare

AN

674

RAID 6 , RAID 1+0
RAID 1+0, RAID 0+1

\
>
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| 684

DAS Storage
File Level Access, Block Level Access
NAS Storage
>SAN Storage
Fiber Channel Adapter (FCA)
Host Bus Adapter (HBA)

LUN, WWN , WWID

AN
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LUN Access

Server Cluster

\
Vs
Rule or Policies on Server Cluster

@ Shared Folder & Shared Storage
FT , load Balance , Performance , HeartBeat

ISCSI, FC ,FCOE, ISCSI Initiator & Target

®

AN

704

SAN Storage (Owner & Passive)

Active Node & Passive Node

File SRV Implementation

Enable access-based enumeration(ABE)
Distributed File System (DFS) Replication
Dynamic Access Control (DAC)

/

AD RMS (Right Management Services)

N/
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\714 B
Administrative Share
Fmgmt.msc
Registry , Local Account Token Filter Policy
Administrative Share From GPO
Sharing Method

Public Folder Share for All Users

N/
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Organization Folder Share for OU

Private folder for Users

AN
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Static Content , Http Redirection

WebDAV
Security Features ,Basic ,Digest ,IP Restrict

Inetmgr.msc, iisreset

/

Hittp Redirect
IP address and Domain Restriction
differentiate between websites of a web SRV

IP Base , Port Base

/

~

Remote Management IIS

Symetric & Asymetric Compress
EFS Certificate

- N AN AN
- 7 N [ 7 e 7 N 7o
Enable ABE Limit User For Copy Specific File Type Dynamic Access Control(DAC) Definition NameSpace
@ Disk Quota , Folder Quota @ FSRM (File server resource manager) @ DLP (Data Leakage Prevention) Standalone NameSpace
Soft Quota, Hard Quota Soft Screen , Hard Screen (DRM) Digital Right Management @ Domain NameSpace
File or Folder Auditing m Folder Quota >AD RMS & Physically Right Management Dfsmgmt.msc
@ Event Veiwer , Logs m Distributed File System (DFS)
Shadow Copy @ S
GPO (audit object access , object access) DFS NameSpace & Replication
FRS(File Replication Service)
N AN AN i N
e \774 N [ 784 N 794 N AE0Y
@ DES Problems @ wwwrool: Folder & web.cfg @ HostName Base @ FTP Service
OwnerShip GPO
@ LI SR T T IUSR , Module , Handler Mapping @ Application Pool EFS (Encrypted File System)
Default Document , Directory Browsing @ Virtual Directory @ IIS Backup @ EFS NTFS Permission + Compress
- \:

AN
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834 N

844

/

®

Boot Image
Win PE (Preinstallation Environment)

Live Recovery

WDS & DHCP SRV on Same Server

Wdmgm.msc

)

Hierarchical WSUS

Network Load Balancing
Centralize Management

Distributed Management J

/@ @@\/

@ Recovery Agent Nlbmgr.msc @ Load Weight Restore Active Directory Backup
GPO for Recover Agent @ NIb , Wlbs Active Directory Backup @ Using DSRM
@ESimultaneous use of multiple encrypted files Priority(unique host identifier) Application Aware Backup Authorative Restore
(NLB) Network Load Balancing >Un1cast » Multicast, IGMP Multicast @ Windows Server Backup , Wbadmin.msc USN Database
@ NLB & FailOver Cluster @ Rule in Server Cluster (IP,Port,Protocol) VSS Backup
\VIP, CAP, Stateless , Stateful  Single & Multiple Host + Afinity Full ,Differential ,Increment & Daily Backup
AN 2N /
854 N [ | 864 N £ 874 N\
@glncrease USN For Objects Dism Command @ Windows Server Update Services (WSUS) Disconected WSUS SRV
WDS & DHCP SRV i Broad D i g g
(WDS) Windows Deployment Service in one Broadcast Domain WSUS Planning WSUS installation
@ WDS & DHCP SRV in Differ Broadcast Domain . .
Install Image Simple Deployment With Computer Groups Wsus.msc

WSUS Console Options
Update Source and Proxy Servers
Product & Classification

Update File and Languages

AN

@\/

AN

394

Synchronization Schedule

7

Automatic Approvals
Configure Automatic Updates
Specify Interanet Service Location

Enable Client Side Targeting

Computers Option

/
904 N\
WSUS Import/Export
Wsusutil.exe

N/

BITS (Backgroung Intelligent Transfer Service)
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1 Workgroup
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MCSA e Network Infrastructure —> A set of tools used to set up a network. (DNS server,DHCP server,IPAM,IPSEC,Windows Firewall,...) ]
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SCCM:Microsoft System Center Configuration Manager

WSUS:Microsoft Windows Server Update Services

WDS:Microsoft Deployment Services
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LSD : Local Security Database

Network

1 Workgroup —> Decenteralized management (Peer to Peer)

LSD = Local SAM

Local User
Win 10 /} Account 4_\ Win 2019 ICS : Internet Connection Sharing
LSD LSD
[User:ul ] [User:ul ] Documents
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Via SMB Protocol
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Dsa.msc%@ clegate ~ontro Add U1 —> Cheked create,delete and manage user accounts ¥ Azl &
Mali 7 7 . P TR “ e e . 7 7z e Create 7
Sy ) (ww »,U slp b Special permission Jvbgi! < o Uiyl U — U (_’)(A/(A/A/ sl wly jl Pl g v J (ylo a9 — Groups <&
w,l) ] Administrator;w, Y (,J(Mu/u - Mo J fiiss b (o jlw ssly K8 p G 14 Servers Create
c’U 9 cwl [°/J by el 95/ 1, /-‘/ oy UUAI Everyone T o sU6 Administrator securlty tab v M - g AD Permission @ <&
(JU.A/ Joan (pidly S0 v byl U»U(Jw,udwy 1, ja, siilgiss aass ;5 jip 1, (25 ja, (JI/J/U @ Ulgww U1 . Object 1 — Object 2
ermission
o pusgs 290090 ] 5] Q Q
L. e . . . a . _ ACL
Permission _ Security Deny All Sieddl s sie w Tl s )] 0 onloie — cdw s AD Permission j/ ediius oyl
Dsa.msc—}@ —_ — el (2o Uy j1], OU A ol ghun Account Resource
Tab Permission e [ 9 cwl rb; /W e pwy Sjsgn S g cwl 2 P
. User Accountcwupm Uly, ghun —
Create Container Ol Gug < M) Popia b josa 1 b ’I”U bass S0 by ,ﬁ:a b 23
; , 7 . . .e . . | cdw 5 2 )
5,15 5949 DDP 5 Container célw @l Container Object Class 6@u! g ADSI Edit;;/ syliwl b — cw 9 L b o it )
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\D Use for Join to domain ComPUTer‘ Account R
: .. 7 2R . .

<Sysdm.cpl —> System Properties> Redircmp ou=comp,dc=test.dc=local —> Net computer \\com1 /add »giws s> sxis J5 x8 Jas ,,Computer Account (x4l ¢ Jawsl Join ruf» - <— redircmp

B s & . “
Cmd—> Netdom join Redirusr ou=user,dc=test.dc=local —> Net User \\ul /add s9dis e pbd spir s Jas 5 musly > User Accountcedlw Plis - <—  redirusr

(ncpa.cpl—> Network Connection ) 4l 03 49 4kn esitus 0,5y Computer Account o) rename ol ~

;ﬂ/mb“ A AD,> TComputer Account @b s ) Ao 5 10 5589 canl paal, @ join 4-//6/-79:—;00/["0 v ol -

# Server Cluster &/ slp Ubs, (! ;1 >9 bge eraaly 4 OF (’J)/J/ join @l el ols 41/(,-2”5»’% /-:/U/Q a9 wlul K osT ;5 Ul Computer Account Giwlivy AD /> 6/9:-:00/&«(:/6’/-: (s — —<— prestage
ssius exlitl e S WS 15 (06 uispe I @l 51y By I () eptl; g o Qe IP g 26 L G (5500 sop L 5l (51 ) sgiigs o5l

\ g (i Sdz/‘f{ CMD LS'/idU/.b.&M ,> Computer Account (°U ufgl o cu,o/q//— Y,

() FSMO _ )

DC Based on NT (old)

Flexible Single Master Operations (FSMOs)

i . 7 3 4 7 .-./ . . -
Operations masters X9 Jwg PDC ¢ Hun & Spoke <, 9w J (lel/ <iwly BDC yr¢ PO 9 PDC yre A Sl [edqu;Zu Voo josisg j1 S 5 = NT.com
Operations master roles
Single master roles Replication usaas 6)/’9‘ piren o/l a ;) Al e 2 U g e PDC Y (Shaio dJ il >989Single Master Role A ki -
Operations tokens pPDC ¥ !, & BDC/! L gl (o 9 b ps s 1 Join to domain,create computer Account, Change Password
A.com [Q}’)({d}w E/(A /’M // uﬁyﬂ [y PDC M/MN(EDC«U A (-){I(Qb()l U)’) ;bv/l W)W:[Q{)’}y ;bv/l (_’A.w) [y
Inter Site DC Based on AD After win 2000 BDC3
Compress Replication
S e 7
10 Hour sika U2 U Multi Master Role <,s@ 9 siwe DCaae o dliis g5/ ! > = )
Ve P - L _ _ <Double Ring>
i, Al > OULys ali 0 ¢ edUl o A 9594 Jwg DC2 ¢ 5 404 OU1 W)’Ulﬂ/U wPp -
= cuie DC2 9 DCA wisk a,w [‘M 2w @ Replication J caelw P J (v,//w Hlpl, g2
0l 9 o9 d*/’ﬂDC4‘UU2///U/J/ sl i b 0 0 28 Sl el ol i o i AD.com
5 E ciily uplgh Plias #/'9> Replication 06 > Jb « & 5t alil & 90T,;5,0U2 )
(%]
£ £ > 5 [W/W// i, el sk Uﬂ‘“” ) Aly) L« iy pl5h 589 ol 9 d‘m ol @, 6/// -
T E Sy 1ok, (&I @l wlol J s shy Jldn uﬂ sl ‘ Rert O sy 4 Jlda o ;1 a2y 2l
g ;6] OF jl U rpn 5o U, PW1 slp lbDC/-b) w2 g (euJ.u (v Master gwd, ¢ (Jlugw(w
z
»U/elf
\ uu a,w ,J, uum Yy ,JI 9 (e.//l)l\/luhll Masterou/ &1L MasteruADuw > d U// 2 alf -
Master A.com M /.blgm Rename/, & ,J,U ld/ G, P (wlwl p (JJMM =/ Replicationwb; ,» o7 U‘W \P
10 Hour
- m . o B ., ] . . .
\_J Area A Area B cuwl G i LS Replication @l ;) jJ caelw ¥ Lo 9 4idis 45U2I0Object Class Schemaw |, Objectls sx Jws D24 Ulp,U 4 (o8 ~
s ] q L g .. . a o g
= I \l/ cawl apils (U caclw paReplication gl U lad 9 sl 4L0I0bject Class Schemaw I, Objectls e4é (s Dcdv U2,{/U/<U/UJ/9 -
©
o
g Site B A (QDSI s @&/ Jeel, L Qs uislus <5 d; Schema w;;/aul v @y b rv/l) ["wobject Class>+¢ ¥ >l Replication @b, ,», Jb -
(]
‘{’8 = DC ;1 4> K 4 w1, < oJ' >9is Downgls 4 M 5 o 1, 0 oJ' 88 @Iy 4 il & uw/ Schema ;5 ud >l~/ cas > Master gud,
29 4,15 1, o) ;1 Read dus DC SW! 5 5,5 laslo) ;1 Read & Write dus L 5,15, sy 4y U DC sty s8> opw b
¢ ~9
S U2 AD DS contains five operations master roles. Two roles are Three roles are performed in each domain: (Domain Wide)
o dministrator performed for the entire forest: (Forest Wide) 3-Relative identifier (RID) Master Role
= 1-Domain naming Master Role 4-Infrastructure Master Role 24
2-Schema Master Role 5-PDC Emulator Role A,
& S Py
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\D FSMO

5157 43 15 1, Object Popis s cumspl OF 4 21j5) 15 4 b ssiun 094 U5 coumo (5 (s oo )5
Schema Master Role °
45,15 1, laslial ;1 Read dus DC (SW! 5 5,1 lasliol ;1 Read & Write s i DC ezl « ol (590 laslial sy (sl Urosag 5 4y (oo Uasliol 1 pd? OF isby 55,15 oy 1, isby @2l DC I 4i Forest ), -
>oplins S AD Integrated M/ lw 43 9 pl () dawgi skl Jg, 2l 599 4> « cuwl (5,9 pdForest Functional Level !y s, @l ssas ~
Cund 09'0/&9 G ,{,U/dl/{ (%xﬁl awgi slp °;Y by Schema Master Role 589 ow iU Enterprise admins & Schema admisste a;ﬂ/w KU ,{,U/&Hﬁzl dawgi (slpy -
Domain Name Master Role o
wisly @il soa5FOrESt ;> wlsisal [Plad ol 95 s od 4 9 cawl Forest st uoly s, PU caypm (bl disby calgds 5 5 @il <3js § Lol Forest e |, il rlsly S ssias oyliul (2ge Js, w2l ;1 -

RID Master SEson RID (Relative ID) Master Role €
‘/\IM\ Pl Replication <yl ;1 & <alibe slpils; 5 sdun sy ﬂ/uzluz/SID v, (all,reza) sl User/Account r’lﬂ/ﬁb (U1,U2) ol -
Area A Area B AT >80 o SID@AY L 590 > ol (plas 56 aispp Ul 2l « 53 0 53
298 [ uplsh o pid S sbyy s Ly« pis G 90 15 5,18 >89 OF s Goge 0ol 5 cawtil] SID ) 4 g b
S ho g2l >/1> 1,RID Master RoleJs, ¢ ysdus (saids DC L 4iibs SID s (5501 VU ooy 4 a7 b —
R NI ™ % B9t 1> S o3 84,5 SID 5514 5 03 4w8l0 5,15 1, RID Master Js, 4'DCL ¢ D2 ol Jb u /0/939/ Jba el G -
administrator Q administrator xla) (#2310 DCLY SID 80,5 (s1p 1rx0 B SID Pladl 1 8 9 wika o5leiwl T J1 (90
) Reza £ W SID @lissgs O burg? U o pn 41,1 6 DC oy 4 (501 ally ilind w7 SID (ssh DC1akG) b il
\ / O >9iis 4usdd DHCP & Us, @2l 9 590 a2l paaly (sl Object eesam /5 (5, BSIDE 12 s, el 4yt
~ Manual " — Infrastructure Master Role €
ot Trust Relation a ~a ssiun 5,5 ol (gIF e o Security st o9 e 90s0 SID 5 2, U8ID s9ius @l o1 (sl AT ;5 s9iun JuosDCALGUA U 55 ~
Forest A.com : Forest C.com ) g ml PUzw/GC Server;l yu |, Universal Security (st 49/.)/(_,19 sly I,UA,{,U/GIobaI Security (w,>7 94 DDP ,>DCA1 Jb

;U/as./_xl,,olnfrastructure Master Role v 44 Domain Local Security (st dyﬂ/w slp BT

. am e 7 7 . 7 o e S S
> gz aU'f&wsw el 15,05 1infrastructure Master Role<édy 4 DC il sy cw, 6 JUg) sl g pualy A j11, 0,00y J1 -
124 13 LDC S 1, g eul pupw 5

4 N oo - I 2
»M * Replicate Js, ! Gub jl o sl )5 ol pdd chidis ;5 cwl o ualy pUy 4 @
PDC Emulator Rule e

|

|

|

:

: Zo\ . . » . S P i1 e el .
! P U] Glagy diby Quaw 9 4] (0 0l5 ,50bject 2 sy U (JOE] @y o, Uil iy « 5,15 Uy atiby Ay s, el @ls /5 =
|

|

|

|

|

|

|

/JJ/G;Q 1,PDC (i o Syom U w/d; > NTOwsmw >989 < 90 5> — NT4(Emulates a PDC for backward compatibility) 1

___________ - __

: »,J/Ua Jw,l PDC Emulator ¢ dw6W }U/mi;lch Y ["I,J/,b ,)H,U/),,w{ ,J’I/:U/c,wl d*‘/:' HN ,U/Uz,, - (Participates in special password update handling for the domain) 2
I
| 4ils Redirect, PDC Emulator caaw ¢ 1, 0,0’ lgi] gy g olf ol 1 om0 ) @3 @l @l DC Cp s PU lasl 5 4isl 050 4 DCALGesbsIUA S smay U6 ST Jlo

Infrastructure Master

UA DLC !
____________ (Manages Group Policy updates within a domain) 3

Cably aplsh 1, 65, can a2y i 1, U slshs jUB U ST Jlo o sodiun W] ol pssd (s 9 >9iua Redirect , PDC Emulator cauw ¢ iyl 4 Js 1, qul G walsy GPMC.msc,siwy b jIUA w0 o6 M
. p . . .. : .
. >sis Jain BDC Ay 4 sz 9 sils i 9 panti < 5lIPDC Emulator sy, & Group Policy Objects -
»>/I5 s>4,U — Acts as the domain master browser 5 Provides a master time source for the domain 4

“ . 0 . : - P n s A L < . T s
wmly @9 Yo i 3 Jb sgiun eraly OF 15 59890 (so sl er Master time < 2,/,PDC Emulator < @uly 2 /5 « sl (» 4295 O Als Kerberos JUy gulwl p sl <ljal )5 @by SVl iyl Jsl <l ~

\C:\Windows\system32>w32tm /query /status

(Forest Wide)

(Domain Wide)

47Sync, NTP server L b |, (5594 (b wb i Forest root domain @l 5 5 stleSync o b 1, »s8 el; 1Ly st eualy s> PDC Emulator AW 9t @3, 445 ,5 Forest root domain elsi; A.com t@/275“
7/
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@ )
Optimizing the Placement of Operations Masters
0 o ao . P d QIR . . . 4 5 .90 Q . . e
2980 Qs pij apelB Gab b DC ALy v 1, aylby el J1 (5500 @lsien tloy s @ualy @ads GLol < y00 45 9 5,05 568 /5 1, b Master Roles (#laf cuw,6 cualy @ds! Pl eualy @l -
iy ,ig/)DC..,q/gy, ~ /4 RID Master and PDC Emulatory DC dg/gy, Forest Wide Master roles & GC Server iy, cwl sig -
cwlGC Server 41/,@({ DCcsy, » »W Infrastructure Master Role Jy, —
. " 4 . ~ . . 3 7 i - 7
wyp F Infrastructure Master Role gpdse ;1 war sl GC Server «as Jl g cumd OF ¢ @2 (5,0 4l g cuwd Infrastructure Master Role i)y @lel sl ee GC Serverle DC s @uly L > J1 -
./ ., o ~ , P . I s . S
Q;uuujnfrastructure Master Role ¢,/Vls v s;W by GC Serverws J1 Js (Qg/w vl Infrastructure Master Role Py GC Server < (e_;:bu/) DC cw, i )5 Pl ol Ay @lsin o >3 sinlgd al Replication
@ . . N
Identifying Operations Masters
Regsvr32
schmmgmt.dll
~ .
Schema Master Role o mmc—>Snap-in Schema—> Active directory Schema Redlick o, Operation master —> View & Change Schema Master
Domain.msc
~ .
Domain Name Master Rolee mmc—>Snap-in Domain —> Active directory Domain & Trusts % Operation master —> View & Change Domain Naming Operation Master
RID (Relative ID) Master Rolee Dsc.msc RID Master Roles
~
Infrastructure Master RoIe° mmc—> Snap-in Domain —> Active directory users and computers % Operation master | Infrastructure Master Role
askKs
PDC Emulator Ruleo PDC Emulator
Dssite.msc
.~ . .
GCservero mmc—> Snap-in Domain —> Active directory Site and services M>NTDS Setting M>GI¢:>baI Catalog
Properties
View All 5 Roles
( netdom query fsmo )
( dsquery server -site default-first-site-name -isgc )
Site name
View GC Servers
\_ >948) 8ylewl ©lgie FSMO —2lida G&,U/r’ey'l 9 cwg, slp s NTDSutil , DCDiag , NetDom ol gw) ;I - J
. . N
| Transferring Operations Master Roles
.7 PR 4 q . . 7. v 7 - A . e P .
uils Q987 sAz5 DC @ |, Master Role: 2, Migration-(&i,! 4 o @il V0 Jail usly 4 wpiT |, OT 4 5 @f Jigals 1, 5,1, Master Role &' (o DC ;1 (i (a0 Y5 @ uplshs ,)’f—
, . < ; 2 e _ s A o
cuwl pugs jd Command ;/ ayleiwl o/lsen lyl (o @2y Jwl 1, s, OF U oilgius @ applia |, o Jg, 4 (4le Snap-in @ ;1 -
- 7 e : Lo . A . o . 7 N
W oy (&iw! Powershell b Command JlJ (Q:.d oylewl Seize 9wy ;1 yU Lyl piv ¢yl ;5 cawl o pis Down dies (slp DC 7 9 ﬁ)/‘j ,I/J’/; sH» DC v 1,Schema & PDC Emulator Rols ¢ste Js, [ei.d Wy -
/ " . . . v . P p f e s s . ,
sl 131 Seize ¢ cuw Fail transfer PUel o <ibly sy |, b Js, DC wr97 DOWN&Sly <j00 5 9 425 Pl |, Transfer Jas sile oW Ailag?] < 90 5wy |4] 2l Seizel, Js, A 2l U/(Jdufb -
%,
T
7(”/
- 7
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0, | )
. . i
C:\Windows\system32>ntdsutil Seize Commands
ntdsutil: roles
fsmo maintenance: ?
? - Show this help information
Connections - Connect to a specific AD DC/LDS instance Select operation target - Select sites, servers, domains, roles and naming contexts
Help - Show this help information Transfer infrastructure master - Make connected server the infrastructure master
Quit - Return to the prior menu Transfer naming master - Make connected server the naming master
Seize infrastructure master - Overwrite infrastructure role on connected server Transfer PDC - Make connected server the PDC
Seize naming master - Overwrite Naming Master role on connected server Transfer RID master - Make connected server the RID master
Seize PDC - Overwrite PDC role on connected server Transfer schema master - Make connected server the schema master
Seize RID master - Overwrite RID role on connected server
Seize schema master - Overwrite schema role on connected server
fsmo maintenance:
o )
@ Seize Scenario )
. . -l e
cwl oo Downdiwes sy 9 >4 JJ15DC24 1, Schema & PDC Emulator Rols st Js, Y uop -
6\Windows\system32>ntdsuti| \
test.local C:\Windows\system32>netdom query fsmo ) | ntdsutil: roles
— — Schema master DC2.test.local fsmo maintenance: Connections - .
Domain naming master DC1.test.local Server connections:Connect to server DC1.test.local fsmo maintenance: Seize PDC .
PDC DC2.test local Binding to dcl.test.local Attemptl.ng safe transfer of schema FSMO befor seizure.
T Ml |RID pool manager DC1.test.local Connected to dcl.test.local using credentials of locally logged on user. fsmo maintenance:
W, AU | Infrastructure master  DCl.test.local Server connections:quit
DC1 DC2 The command completed successfully. fsmo maintenance: Seize schema master
Attempting safe transfer of schema FSMO befor seizure.
Qmo maintenance: /
a 0 - . 7 7 ~ o o 7 e ~ o P . oo
98d ;1M1 el, was DC A a0 9515 (Plail Metadata Cleanups >/ JUForce Removal <, s OF 53, ;1 1, AD 1aul gb b 50 v 5,)lsl, OF (5 9hisee @)lgisai »»J:: Gly B4 M 5 1DC2 Yo Jbs 5 S o -
~
e b
Temporary and permanent Seize Roles
~
4-PDC Emulator >, > rw po Ry lgun piawd (s 9 @100 U T 4 i) 2, du/ «uz 3- Domain name operating master role 2- RID Master Role 1-Schema master Role SWss o090 1> =
e
298 SeizeBon Glgiun |, AT Us) fuss 95 9 334 (585 11 5 590 s9pm0 aaly b 4 Wy S ais rinko 1 5 5905 Selzeufsw wls Jol Jo, suws ww 5,90 5 iyl &l 5905 o lsisas 5- Infrastructure Master Role s
>/1> >89 Js, smeTransfer ol s
s - , , o
sphie spgs |, aiibg ] GC Server 9 cuwd Infrastructure Master Role ¢ ;W DC,,GC Server @iily <o 90 ;5 =
cuwlGC Server eU/,uMg DCess, » »W Infrastructure Master Role Jg, —
o %
27
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@ \
Root Domaincss, » Uz, O p couwl axpll s o i cussly s (,Jy/ st <@yl 5 @)l 5890 P U sl 95 9 W’) L b (w U - (Rt |
test.local

Schema Master Role
GC Server 99 Al Infrastructure Master Role Uy, >gius el g > Mol i GC Server oﬂ,ﬁ Uiy <900 pjiJ UM') 9> 12 9 Ccutly p2lgh 15

/.w;wly (v:l}u L)I/.:.:JJ ///J/u.d (-).:.Al) 9),2>Rep||cat|on 4Jwy/u_'{ (y'v.by L,u.ul) /..blyw (J"{I/U dy, wl Woe e (o2 U 9 )yw.l éltw ulm:u ;

Domain Name Master Role

|

|

i

. ) RID (Relative ID) Master Role !
>jlugw @8 0 1, Infrastructure Master Role Js, ¢ ;W Recycle bin 3 GC Server ) Ji o caul ) alf ol 5 - |
i

|

Infrastructure Master Role

34 Seize 4 xDown , DCLT 5 (s, 2631 Migration puelsh; gl ki s & s, jus 034 byl 4 (510 ol oxis J5 06 il 5 cxlpalis -
. e .. n ..-/ S n . 4 a
\_ >/10 21,0 Mae i Infrastructure Master Role Js, s &/ & LY, 4 g pib s2lgh Jo e gpw 9 s 90 DC2 ¢ PDC Emulator Rule JJs,

PDC Emulator Rule

P
JD A4 euly 34 Demote (2,
e e . .
[=5) lul ol | gge (o - o el T oI s Y ;I YU ddui Setu 1l U], 9r 2y — X . . . .
[ Clean Install <, 9w Ll ; L,uu ou-,'- Migration > m f/ @l e /%'9 S9s 7 /J/. > ' '53-6/4 : //9/*'-19*@15 Inplaced upgrade]Mlgratlon 2) Jibly axds gl oy j9ag — (1
42 rwll, cuni d9unal g bigase w2y §, cawl los J (5l Gl bl ey (g, ! Ll idsly Replication Gon o
Migration (Sysvol Or Ntds.dit Don’t Sync)
. o oiee Q . . o G ~ - o . 7 a a . oo .
sl polgh 27,1 Win2019 « curdy (1l ;5> jorzs 598 (F9 51y <&, OF 4 @lgisn lul,;u 4« uislus Domain Functional level = Win2016 <kéw ol Jb ) - test.local
J9s 48 cop 4 Jb @b pun JGB) s g (wly w1, b g, pus <e9008 Gy ]y b ys890 ,),M; UM/, aw Wy @2l 1> Ly lo Ped ,,Wy s9, 1, Promotlonl/.ul Migration
cwnd 1 Quw i j0 9 R s pi2i DC2 9 KM yopw Chow 4, &/9/.wyquJ vyAAADNSUu,)I )W(juﬂM/JIyWN/ Replication ¢ U/lU,}u II lzad/.uJ wly cudy
W sl i jl w9 65000 7/l I;A,IlDC1/9/;¢/Iw,wbo),JwUuuu,)lGlyﬁubwﬂdmwo&ufy/w,}DCI DNS ; /odJywjypryo,y,m
Re2us @ DCLPG @ ), s Pt gasly 20 59, w8 o (N i mmor
/DDDDDDD\ /DDDDDDD\ /DDDDDDD ~
7 . 7 . - e 0 : 7 Vs Do s 5 oo o B q
R ¢ cawl DCLGY! /5> U P9, U L Netdom giwy $upb 1 U camdy] cdlwgplile ylgiiuy (Jo 1T (A iy (Mis 22 Yool 9 @uppun (PU pus lasiansn |) 08 (piole o 8 2 = pCl-temp DC2 DC1
7 PR 7 a0 I 77 q foflg 0 Byof .
w6 >89 P ol PO Slpt 0, DNS & o cwl ke el 4 15 Uyl 5 iilis TU 1, oy P Gulgs 5 apy pusid Primary Jgl ¢ 1, Secondry P9y 6 usw oy 2019 dulzie e
s s : . e q on .. & . . . 7 5 el 't
S I P ganly 59, 711 0o )6 05, 1 P pualy cuwpgd @lae G Forest Metadata <l ) led 5 5907 Force Demote I4ul wb »oio JU 2 Demote awsy @ou (4248 DCL Pt pualy A o 4 J1 -
Forest Metadata—> Cleanup lié 590 b L_)(v/c,w,;.a' Jis <—— (Metadata=catalog=data about data)
» . » - , - P .
~T (» YU Standalone Server <, 9w >9é Force Demote,ﬁy KT 2 YU Member Server <, sw »9i 5,6 uly b ;I P oualy b Demote b (b, U ,JT—
. P s " n " a4 7 - e v A 95 0 o e e
s9a) Jae M ey 1U @ JU replsisForce Demote Ubs, 1, fassl J1 Jb Forest Metadata s @l W 59, # (22 9 4T (# 59880 <l pdd jiss P epanly (59, 1 @0 s9dus b1 Y i epanly A epanly 4 (9 —
P . s W oa 4 P
\_ i/ Metadata Cleanupre/siue 5 2/ ¢34 JUDemotewsw |, DC2s [,1> DC1,2 44 el 95 b&s Y i ;5 & o6 —  Metadata Cleanup 2 Force demote(Removal) AD from Server 1 )
l1l) C:\Windows\system32>ntdsutil Select operation target:select server 1 Metadata Cleanup N
ntdsutil: Metadata cleanup Site - CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local
Metadata cleanup:Select operation target Domain - DC=test,DC=local
Select operatio.n target:Connections Server - CN=DC2,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local
server Connectl.ons:Cc?nnect to server dcl.test.local DSA Object — CN=NTDS setting ,CN=DC2,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local
AR CEREELCIRE DNS host name — DC2.test.local
Select operation target:list sites Computer Object —- CN=DC2,0U=Domain Controller,DC=test,DC=ir

0 - CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local Select operation target:quit

Select operation target:select site 0 Metadata cleanup:Remove selected server

Select operation target:list domains Sodun ayly JGUI !/ opds Juog T v @Y DC1<u 9 ous Seize Uy, @F sl o ub DC2 ;! (Jy, pums ,JI ghis el )5 -

e DC=test,D.C=IocaI . “CN=DC2,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local removed from dc1.test.local”
Select operation target:select domain 0

Site - CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local

Domain - DC=test,DC=local [e;.yL{A ugl, DNS 5 cwlw « (puely jw (i < 90 ,U/glp'l 2 dAU/@WI cags —

Select operation target:list servers in site

0 — CN=DC1,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local 28
\ 1 - CN=DC2,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=test,DC=local @;%
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\D ntdsutil: ifm Install From Media (IFM)

Active Instance not set. To set an active instance use "Activate Instance ". ~ e .. sz P ] " . P
ntdsutil: Activate Instance ntds QU] @l pirh o WAN o L (51,15 easly Pl e cndd sl (b sy 4 P95 J A0 @nly 55100 6, Pl ~

. e L 7 e 7 . X 2
ntdsutil: ifm s9i 85y J@| pa P eualy 4 hps A 3upb ;) s i (sl 4 Registryy Sysvol gDirectory 5,5 5589
Ifm:create Sysvol full c:\ifm\sysvol-full
IFM media created successfully in c:\ifm\sysvol-full

(S /
(i BT, ES A
(Authenticate) A.com B.com
User SID + Security Groups SID  5gi €8 J el I+ (0,6 Gy com i S sl puois L,ub-/ <— TGT (Ticket Garanting Ticket) Q LOE on i E __T_[y_.f»jc___
(Authorize) Two Wa
sop0 6 1 W g jao Moo ailin 61,01, s5p0 K Gusgp 1 oxtiial jsae TGS eI TGT ;1 sy = <— TGS (Ticket Garanting Service) ) yser (TGT TGS) U
« u/;ufp Uazm OF pylan JSPN (Service Principal Name) PU @ ),I) >989 Computer Account,, Attribute ub/ ;u/,)w 1, TGS G ro 0 &l,1 (W6 Qg ,9pm d.:(é Yis oJ ,u‘l,u oy UM/) Jbs 3 -
J [ i ) (5l o piy p5 S a0 g g0 T 6914/194»“0 OF 5 panly 5 ) b el > 9 Al o UMMW9M0”6’/JW>/9AW9MWA’UJ’/) w/UiM)/’%uﬂﬂ/w)W‘U”uz‘b 9w
\_ Misl (5 u.alwg,bu SCOM (System Center Operation Manager) ¢F Usai . fip J >94un (jaAdun g,(u/y.uln Qw9 pw w bwgi b U cwl i sl (5/./9AMU A SPN,/)LU J
@ Trust Js! i <w; )
Forest A.com
P . . .. ..
ﬁ 3 Forest (Trust) 0 One way orTwoway , jTrust  oub @y Trust,se © Transitive or Non transitive Acom B.com C.com
A.com B.com = A.com B.com = Trust Trust Trust
= < T § A.com-------===--] »B.com =/ e »/ &
. e
wo(Relation)bls,| C Trust— =) Trust o/ \.... TN 3 B.com--- TSt 5 com < et >
> LLom=======°°°°°9 -
e spian cusl o ol gualy 5y Two Way 3 One Way R aw S 2 g , / 05
P2 oo 20 . A B Al G ACOMeeeeeeaeiiad £
s gl > oty st e £ || Joca bc Bg ~Joca oc BE’ = A,-°°/ ’C;m s = = B 8 2
| -
dawg oU sy lael ju LW s pus Trust Y1 -
"%Hfm'iw)/' ~ el 95 o o6 L 5 A.com > e /o el “s /M\ : bcs DCC\\
s iy ki liel caawg Iy lael B.com Usd oy Vo il oy G — — — — — SMB  oia. > 5
By b 9> Trust @2 ¢ o9 2/ el B. 2 Jib < ol b5 ol User File SRV %
cwl cw,y @ Qule B o ogZd
Trust P9, A <w,
. i P 2 . . . . . s / . v . )
Sgiiss QBT (Jw)y § cawl ATlbogi] gty cuwl g S il b cawl 10 cawlg =S 68 4bg b cwl @8 hly cawl g —F Scawl s @y @ualy 95 PIN @ cawl g el =15 pee g ks @law @il s G g9 2l 1y -
Forest A.com : Forest B.com i Forest C.com External Trust €@ _ Treeroot trust °
: : Between Two Domain in Different Forest Between Forest Root Domain and New Root Tree in
One way or Two way -NoneTransitive-Manual _ Same Forest
i e Password trust Change Every 7 Days Two way -Transitive-Automatic
P AR 298 134 5180 U ol sods ks bl 9, ¥ T~ Parent-child trust @)
?E Forest Trust e Between Parent Domain and Child in Same Tree Forest
Between Two Forest Root Domain in Different Forest Two way -Transitive-Automatic

One way or Two way -Transitive-Manual
Password trust Change Every 7 Days
cawl g L/U (JI;wm (Jb/.ou/ cawlg 9 15 sl -
oM ,I,9,J > Forest Root Domain ¢
Realm Trust e 25 5> )%\yTransLtlvew'ﬂ 9 Jpas <y =
Between a Microsoft Directory and None Microsoft wvblogical 0,4 Walhs >/libaLoad wul> 53, 7
Directory If support Authentication Kerberos V5 Ex. OLDAP (> s /> Performance i/l 9 o el o ﬁ
One way or Two way -Transitive or None Transitive-Manual >oiun aywl p,ly Gue sloTree J (y

Shortcut Trust e
Between two Domain from different tree in Same Forest
One way or Two way -NoneTransitive-Manual

H
(%}
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Windows Security

Enter network credentials

Ping From DC1

Browse from DC1

Enter your credentials to connect to: 10.1.1.1

W 7 5 7o
u’”’///-' Ayl I b s U slagl > -
Pl g2 ;1 59d J1)3 4 caw )6 95 oy

External trust

" Manual ~ )

7

Forest A.com

Trust Relation

B

Forest B.com

.7 s s
[ides Browsel, sy posal J (Sl

Open: _'mo.u_z I

. . A
[lsd youe jo, 9 SV P04 W T
C’/Lw/)

Domain: MCSE

e
(External trust & Forest trust) ,J/ ! @lgiws cwli g9 95 r9890 Julpds 44 897 b ~
& oo & - . ( / . £ 2 - . 3 ,-’
wioly ol |, Jolan canw anyl o, digl plo 55w (p 1, Grgh chaw cwl g syl pp logas cuwl g byl PUs 5 —
External trust

B.com
One way -NoneTransitive-Manual

. . ol 7 . P s S .
pinl diivly il jg B.com cow 5 (uikd gius syl 9l 51y cdd Accomeww )5 J (sp,U e2lghs

/A.com

A o Ping > Ok e [%U/)@{, ol = 2 DNS /> )/9,? dz/}z‘{ &) Dnsmgmt.msc Conditional forwarder DNS Domain IP Address
10.1.1.2 New conditional forwarder B.com 10.1.1.2
DTEf e R-Click Mou.se Tab trust Insert name External trust One-way:incoming This domain only Trust password S Finish
A.com(properties)  New trust B.com Both this domain and specified domain WXyz
byl 1 el iy 1, Jlas cunw @l ja, A -
9 ol ) LG logi| Jylas cansw Jolpa Pl U esilis (il )
/B.com \
A o Ping > Ok e rz:.i)/)(gl Jilia = /2 DNS /> )/9]? dé/}i‘{ &) Dnsmgmt.msc Conditional forwarder DNS Domain IP Address
10.1.1.1 New conditional forwarder A.com 10.1.1.1
Domain.msc R-Click Mouse Tab trust Insert name External trust One-way:outgoing This domain only Domain wide authentication . Trust password Finish
B.com(properties) New trust A.com Both this domain and specified domain Wxyz
byl 1 el iy 1, Jlas cunw @l ja, A -
ol ) UG logi| Jylas canmw Jolpa Pl U esilis (il

%

cuivly p2loh qwpwy B.com @lis Plaf o U:}{La,.?wu/w Mius Authenticate , A.com,, O/GH/U/C,J(A ! ;> cwl o),)/c/wl/i A.com« B.com Ufg/ @ 49/ U ~ Domain wide authentication
rwifn Gl « 31y 1, OF 4 oy 0561 Acom @l sl gssal by o s ;1 iy 235 b ) 15 cwl oxp cauwlg Acom 4 B.com ¢yl 4 47 4~ Selective authentication
* / . . I & . H . . . / . . . - / a / -
>3t 12lsh yue ja, 9 S U P G U Qusls o 0ty 9 cudsly sl (g piwy B.com wlis Plad 4 jo, 9 spU U 7y ©sm Kope P, Browse Jus 9 Accom @wsly @lp,U JbExternal trustes, gy s U Pl 1 2 -
My ol G p J;"lny"l < o9 > s2lehi Trust password o ;L [qu/,l,ﬁ,{ ©hjes |, <3.b gy 2 c,wl,f,ﬂBoth this domain and specified domain cwwé ,, -

7 s S e =
cdlw |, cwlig g ;1 1m0 9 5965 Convert , Two way cwly b ¢ 1, One way cwlg b & 5,15 989 Usl @l - @;g
)
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@ External trust N
.~ Manual’ N )
% " Trust Relation "

Forest A.com Forest B.com

1

A.com<---------- » B.com
Two way -NoneTransitive-Manual

. .. g . . A P .
@electlve authentication <, g (el g 4l <ily ,liel ji B.com cuw ,y (wdd ygiun ;500 9l (51 ek Accom cuow ) u/d,f,u/ [eéml@

/

e Ping > Ok ./)(N, Dlis e 12 DNS /> )/96 ..,u/,ub 1is] Dnsmgmt.msc Conditional forwarder DNS Domain IP Address
10.1.1.2 e e S ’ T New conditional forwarder B.com 10.1.1.2
DT R-Click Mou.se Tab trust Insert name External trust Two Way This domain only Selective authentication . Trust password Finish
A.com(properties)  New trust B.com Both this domain and specified domain wxyz
/ P iti i \
e Ping o e M/)@!I s 14 DNS s> 5,55 i 11U 1) Dnsmgmt.msc Condltu?n.al forwarder DNS Domain IP Address
10.1.1.1 5 New conditional forwarder A.com 10.1.1.1
eTE e R-Click Mou_se Tab trust Insert name External trust Two Way This domain only Selective authentication . Trust password Finish
B.com(properties)  New trust A.com Both this domain and specified domain wxyz

\{th gwas Authenticate User@l,{,u/g ol 6 pis [w.u ;92 9 5,5 Selective authentication cJb g rulei Browse ], ,iz/;u: Mlgiad (J9 W1y cawlyg 2o 4 s >ouues diwlgd User Account @I,{,U/;I his ! Y

Gmiﬁ L,(e/,)/l, cwl g 6y9 00 ,U/(.HI U g xisb <]y Authenticate User cui B.com (_,{bb/]%;wl)/dg &9, » A.com I (;I,{,U/qg Jbs 9k M/Oazw KU da)

4 N

P .
o Authenticate User SELTEE On B.com Tab Domain controller Tab Security Administrator (A\Administrator) /."/SJZ %ecur:q; w'w’). #4
Adznmstrator Jbo sk Active view/advance DC2(properties) Add user administaror from A.com Select Allow to authenticate skt ’9/& "f’ 4
com Athenticate with a user on A.com e ey,
Authenticate User cund ;5 JF dap 4 ugi b
ELTEE On A.com Tab Domain controller Tab Security Administrator (B\Administrator) . Authenticate , Security

Adgigg:;amf Jbs 9k Active view/advance DC1(properties) Add user administaror from A.com Select Allow to authenticate pram
’ Athenticate with a user on A.com /

\_

sirlus Forest Wide b cuwlyg cdb ¢y pawy ¢l pls 4ol Selective authentication ¢ Forest Wide vlgiw 9 5,15 Transitive cJb U/C)gw () U riblus External Trust ilee i Forest Trust cJb -31

@
\;\sJ

(e:.i.)/,l,i,'/ I, Authenticate User @L:/J'u; U ygiass )45 d.ou/c/q)ym % « #b »Hardware Firewall ,tdlw 4. Selective authentication cJb -

o
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@ Physical Site AD Site N
NetID in Site A is different from NetiD in SiteB (,M—wow[%//w LT Ioo(wtw 9)0~W‘W’ Jsl xirk W/, Plgus Jwl cule gy L,ulwwo,.w S e —
7/ N
4 Area A\ ( Area B { b ,u,l,u Uuuw ] (JI/J/U 9 cwl gh l,p(wlm 1o L/bu) aul P95 9 [Riuud U'/J/U GI/J MM eyl 5 Quick Accessw )(wl v b0 g kbl
\L esz;e;;l;ﬁr ! i o un gl il bl 5 eilia 5lay) ,J,;.d/o,ual)bal,w s el I Jsl gl ,5SPOF &, (sl cawl eslon dops el 4
e p
. 0 Site A Site B : | o dwlu.u clw b U sgius SLOI QT uly g & (Slaibls g,y J Ccwl
Q5| AAdhlll j | FRS(File Replication Service)Old
g2 el I tor Site : | .( tle-Rep |cqflon ervice) Id
o %_ - Compress|Replication : I DFSR(Distributed File System Replication)New
= = | 1
p P A.com A.com ! : )),J;; Synceel Sysvol Ntds.ditcusls 55 »sius P! Replication 5 —
= 2 —) I s s : g .. s
.g g i 33 + : ! <—Replication —> sl Sync ol |, exs Share M58 9, lpud 95 & cwl g FRS =
- E : : Repadmin /syncall | - / S P >
S D_Cz : I Repadmin /shorepl bz | wist . RPC( Remote Procedure Call ))w oy&iwl Replication @i Syncesly o (,u,,J —\I
2 : : Repadmin /replsummary ! silia syteul Replication GI,JSessmng),lRpcdb,J -
: : dediag [ Primary Session on port 135 & Second Session on Random port :
I ! | LB AL DL : RPC Client —> RPC S '
g g . S,
LRl N . U238, : /I D1, Sysvol,> L L bl 90 _: en erver :
- s J ~— e “ ssa ompli I, O jDe2, Sysvol ;5 #Y M ______ *_‘*:*’_“3‘:“1"’_9*:“_*%1 W > Sy 0l 1 /59 357 L3y Snap-in ecsess !

Wi (padim bSubnetced; ¢ pb cylw d/ ) Gl Sy I ¢ >9800 a OF 5l Subnet cuwl (0 Default-First-Side-Name »,/> >89 culw o hias Y9 -

Site Link Transport Type

s U bopn 5 s9dund oyl Ay mp by sl SMTde/J >9dus iblidy |P °G U Dssite.msc dgw.d ) l-euJ.m syleuwl RPC db,/ I (P9 d g,w(zwl aff sislua Replication sl (slp Application ¢V d.b,/ olu: ,W -
)w d)blwll (JI ) 6/94.)///) yJJl ul,wu d)lu Lj"/-/ }Wb./ ’/9/./ u(ﬂ;l (_’J.ﬂﬂ./ bNOn Reliable }44/[!-/ )(AJ.G/ d/(’ Yol (_/U(w 9 W L/LMJ dJ (_/W/I

Sync el culw Sub g5 )5 di'ﬂ el b cwl )13 J (,/UZ’DCUM' »siuss Replicate dvl'ﬂ ! UDDP <l puii o) UU >//) 2989 SMTPdi'ﬂ b bl ’/> alf 9 =

I
l
I
: SMTPS iy ruwlsh Certificate « jl oF cuial @4 ,I/.?/J Sl 9 cuni (ayl d,b/./ ol Jy sy dJJ/J /! «U.u/ 9> alff 9 Ml el p(/ > MW pigl
I
L

cuwl fduy b epid )4 (G ) 6/97-)/{/) s> DDP <l i R J U/‘“’/ 5"/"/9/{ 9o/ “7/// &> U lgised cuwl loll) 6/9”/{’) i )4 (9{/11//'-{ “'ué’ 2788 1)~

Cost 500 "\ /“C“t 100 2l didsly 5989 (ahin Jdy wis mU asly Giglj8l (sly 9 >9iun i cnln Plaiblw 05) 40 (,)’;UT/J S 4 g @l L 5 w6 G b Al il -
Site Link Cost Cost wsw iy cylw I k&5 SiteA-SiteB-SiteC <— Site Link o¥
EVEI’V30" DC B> C)’mi; d)(}; (S’HO/LW(@!:’{"‘.UJ{— )/{«L&A'/ u/MAB(’(/MLMLy/b /96)94/ wl,x(mmou /.wDCAdJ DCBMJ/;‘}J_}”DCA/—'
................. 4 T o A
1om 9 exldul /b 95 AB Hj# S JIDCCy )il 1, ol pusts AB-BC (o8 M) i1/ 1 5 ar905 sl pn iia oo s DC Agy DC C 4 ust? DC AT —
e
¢ Cost Wyx A culw 95 SjteB-SiteC SiteA-SiteB<— Site Link
Cost 100

g Q . . 7 9 s .
2 M Dlpds <8,y 4 )5 DC B J1DC C puw 9 opis J25ia DC B ¢ 1l DC Aol s 55 Pl i 4 1, Jol @lsius -~
s I _p e e EAR B ,
siikeas play @2 1 i 9,5 sly (AB] A culw bl ez DC A, DC Cy miv wolsh oyl Ul AB (A jud A jI )9y
. . o g 7. . v .
cuwl opés SPOF , B 59, wss 4o wolgh ghs ReplicationWses 5,6 iu ;1B s, J oyl -
W’/fﬁ’/4‘5459/3"//9‘}9Ouw’u@“’;‘)’a‘({'?ﬂu;‘*/"/fﬁubl:-'"/’gdﬂ’L"f:JC/’-ﬁ‘w“{ﬂf"({/’/j/{/j?/i’“ﬁMu‘?}ﬁjh@wwbﬂy)(vﬂ/ﬁj 32

“ Dy

SiteA-SiteC  SiteB-SiteC SiteA-SiteB Site Link
Cost U utfd culw dw
JI B g, digl o ab soloh o yliuwl SiteA-SiteC ;| eyl -
>9i BhIBewlw bli )l g opis g)6 (ujw) o 7 A
\_ sy il Overlap J o sy anlgh oylisarl s L gl twr o bl b S sl tw b b ) L gl 55 o o -

5,15 >s85 gl A ,» s Site Name , DCs , Subnet puaic w -/ *
) et Site Link ~
a q q ' e o . . g 3 «fea q q . A . . .. s, . .
ssib 8 p culw 95 w Replication sysdd o0 v Wb caols dw o be j9, cass Jba @lsiv « yoiun <ili Replication sl giwy @lsiz 5 sblus Inter Site b)) colija @yl (ahin & by Site Link -
~— "
n*15,Default 180" 15"-7day<— Replicate Every  Schedule Site A-SiteB-Site C 4 Site A-SiteB Y (esilis o il (o ol (U ;1 Ygaza 5,15 5,13 6 4 ;4 Site Link -
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GC Server (Universal Group Membership Caching) N

Je U /.«A 9 [Quwb awly,GC Serverbl el o 5 d MA/G,.J (@mw el (wlwl ,./GC Server sl « ))/.lw [°l4u/Per Site (wlw! g (Al N(A Jé ), U e -
U ‘Haf' )//JU A (_/ULW ) w/& /Jl ,wa 41&’) )yﬂy/)/.u) U.wl) L,UBL/U(J.U/)y,J/wJ U.us/) dw A(_/ULW » 4 ruwb du.u/) L/Ulw 99 UJ.AI) Llly L/Uw/@ Lil/)/
(‘?{w A5 )31y 15 5/19m plb 012G G aisly iy 509 4 U On 5las B gl 5 9 4l il 598

\

. s

49/.) 2 ,//U cwgae plguas L/W-UGC Serveryssgos DC ©s /w.im wl,,o DC v (_,45'9 (J)/J Log onsly cuylw @l U’/J/U [ewb 2l GC Server , B cylw ,y JI -
ezl 4l GC Server , DC B/J’ 9 s s2lsh il i gl 9> i S99 M dﬂ/ﬂ i 9 silie wl,» >//> GC Server J A culo LY /Lb) &dii 1, Universal cﬂb
ssiun Sl cylw 9y (pu g,uy @ > GC Server ¢ Replication L/Lpl/./ ()9 >ghuss <3 jo qpl,/

\
|
|
|
|
|
|
|

|
| |
| |
I ! 73] = o ol @mn noaf GCS . e s 0 s .
' Q OUser ! LSl oW ) figy i aagl g erver b b, slpy A culw v Logon Pz /5 B culw @y, U JIA culw YU p,U 510 v g U Jb -
|
ERTEN ] 9 wolgh GC Server Replication
\ | Oomputer 0 4 571> >9t5 FkE Bl il 1> 4 Log on gl 1> 59130 DC 4 Al B gl Ol U Al o9 @ o 5> S ST ) g alf I -

Cache /, g W 4l Universalcste oy/d 5,985 Jlsw (slp DC AUDC B (59 rgius Cusl ‘Universal Group Membershlp Cachmg
W/?/“{I/U'/'&’u’z’ul*“///—‘zWW

RODC (Read Only Domain Controller)
v . . . T . . L, L
>4k Replicate , RODCY 5 y9dus 5@l DC /> <l el >0 5l s 5,595 1> nsituns Qlgiaes 5 4l (p FWlsh b8 <9 5,501, RODC,> - @)
oy w5 il jp 51y, 0126 el @lsius PRP (Password Replication Policy) b Js « & s,l> s/l (bt <ol ;5 I SRODCo# il Ggssoll ;1 pié 4 55,005 Replicate , RODC ¢ (60T guoPassword - @)

DC—>RODC 4l (» ¥,u4 RODC 5 DC s Replication - @)
el Wlgisas i RODC L (sl 42 5 5 s9io exlisol RODC ;1 yoa) s 1, DCyopu cagial (b i j1 s o as 5 el by =
Y Converto“i;ﬂ.’ 9 RODC« DC (pasd /5 y9ai polgh 428l 40 DC LJ</4{ sy (PUgw] (sl camy ja, (596 Ggs y9pmw il 4 31, RODC w Log onsly s U - )
(PBS) Preferred Bridged Server A

g . . e . . ONa (P oo
s9dus 65l DC5, B culw ;5 9 DCL, A cylw /5 Wi ygdus GUI Replication ¢sly savlel L Adbgil < o) culw 2,5 ~
e . o
s pn Pl ], Replicate (22 U @ opyla) hes pwpun Repllcatlon/.asm J A9 —

susla (PBS) Preferred Bridged Server aMew! (b5, e v -

AN

LAPS (Local Administrator Password Solution)
Hislus Enable ,9m (59, p# 9 Disable C}ligw/dg/ PR IRERIY, o sizws Administrator [°U @ Local User Account L/lg/(sl//) sy )5 59890 Glb,;mau/fw -

ey, |, apis o3l Administratory s« LAPS — o Enable Local Administrator & Rename that
g e s e
) . s 1ot . . . .. oL,
sl ph9e Rindo'mﬂ/ U “{; 7 Uy xilsod o G Windows.._Security Local _ Security. Accounts:Administrator Account Status ~ ©%%/ J&é |, Administrator < (26
cuwl jloin ply cpwle U /"%’}"U 2 by lply pmc. Configuration Setting Setting Policies Options © Accounts:Rename Administrator Account ﬂl 65l PU pii testadmin s

Sysvol ,» Template s »pius ex33DDP 5 siilf (jidy b Qs 95 ;1 Rl s U /91’ @2 9 5l5 jay pad pisen uw)(/ as//f’ ) s gm0 $jsaiss > o i) U’ il 5 a8 ja, Jloy jop Ul Ghs, el > -
Hiasd 685 Sysvol ;> Clear Text <o ow (ojs, J HE g2 20558 (A (sl dim o v §,l; Read (wpw)y OF ¥ jw O/H/U [Pl 9 sgius 65 Sysvol /) s, das (g8 9 Hgius opd

e Copy AdmPwd.admx & AdmPwd.adml in PolicyDefinitions ﬁ ‘
\_ Add LAPS to Computer Configuration/Administrative Templates tﬁf%
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@ LAPS (Local Administrator Password Solution)
e Install LAPS.x64.msi on the Domain Server
2 . pa . .
Relss cad paly gue y9pm A 4UDC 9, 4 1, LAPS J1j2l P40 =

ms-Mcs-AdmPwd — Stores the password in clear text

o schemalbxtend ms-Mcs-AdmPwdExpirationTime — Stores the time to reset the password

ssius 465 Computer Account o Attribute 95 ¢! 440 Administrators,Schema Admins 49/.)/942.0 [ql oph (Jwog [Qsgan d{/d{ o1 0/6/{/0/["0 bis yU wﬁl dawgl (sly -
" Ao . P . e " 7, . o a
Ml il p 1, Attribute 9> @) @l wpwy i 2 U 50 27 Permission wb —

PS C:\Users\Administrator> Import-Module AdmPwd.PS
PS C:\Users\Administrator> Update-AdmPwdADSchema

Operation DistinguishedName Status

s 7 d . .
-------------------------------- KU J il 1al |, bagw] dawgi <l 9wy PowerShell s, sy =
AddSchemaAttribute cn=ms-Mcs-AdmPwdExpirationTime,CN=Schema,CN=Configuration,DC=t... Success Mo Vo & ¥ ddus (J5 8

AddSchemaAttribute cn=ms-Mcs-AdmPwd,CN=Schema,CN=Configuration,DC=test,DC=local Success
ModifySchemaClass cn=computer,CN=Schema,CN=Configuration,DC=test,DC=local Success

e Set-AdmPwdComputerSelfPermission
In the next step we will grant computers the ability to update their password attribute using the Set-AdmPwdComputerSelfPermission command.
This is required so the machine can update the password and expiration timestamp of its own managed local Administrator password.
Set-AdmPwdComputerSelfPermission- OrgUnit <name of the OU to delegate permissions>

PS C:\Users\Administrator> Set-AdmPwdComputerSelfPermission -OrgUnit "Test Policy"

. M'U/Ubgﬂ |, @l Administrtor js, eu/(enwm s;,610US! (gl»,;wu/g -
Name DistinguishedName Status

Test Policy OU=Test Policy,DC=Test,DC=local Delegated
e Removing Or Add All Extended Rights & View User or Groups Password Access Rights

— To restrict the ability to view the password to specific users and groups you need to remove “All extended rights” from users and groups that are not allowed to read the value of
attribute ms-Mcs-AdmPwd

/1. Open ADSIEdit ™~ Yl Uil s (e pn ;las 60-2’/49/)/11 (-J-'/{/U/cf{ l, Adm/inistrtor,u, Gu> 85l -
2. Right Click on the OU that contains the computer accounts that you are installing this (ke w8 pué (sl 09,

solution on and select Properties. Set-AdmPwdReadPasswordPermission -OrgUnit <name of the OU to delegate
3. Click the Security tab. % permissions> -AllowedPrincipals <users or groups>

4. Click Advanced.

5. Select the Group(s) or User(s) that you don’t want to be able to read the password and
then click Edit.
\6. Uncheck All extended rights. J

Set-AdmPwdReadPasswordPermission -OrgUnit “test policy” -AllowedPrincipals helpdesk

To quickly find which security principals have extended rights to the OU
Find-AdmPwdExtendedRights -Identity "Test Policy" | fl
ObjectDN :0U=Test Policy,DC=test,dc=local 34
ExtendedRightHolder: {NT AUTHORITY\SYSTEM,TEST\Domain Admins, TEST\Helpdesk %’y
=Y

www.freebay.ir



S

)

-

LAPS (Local Administrator Password Solution)
0 Publish LAPS.x64.msi Via GPO On Destination Clients
Copy LAPS.x64.msi to \\test.local\SYSVOL\test.local\scripts UNC Path
Gpmc.msc —Computer . Software . Software Installation. ¢ .\ ynC path LAPS.x64.msi and Assign  \\test.local\SYSVOL\test.local\scripts
Configuration Setting New Package
Password Complexity Default: Large letters + small letters + numbers + special
@ Password Seeting —>| Password Length Default: 14 characters
Password Age Default: 30 days
Name of Administrator . .
account to Manage %[ Administrator account name testadmin in my Example ]
Computer Administrative : oL .
L T LAPS Don'’t allow Password When such expiration is detected, password is
@ expireation time longer —>| changed immediately and password expirationis  Not Configure
than required by policy set according to policy
Enable Local Admin [ ]
@ Password Mnagement —> BB
e 3 way to view Local Administrator Password Clients
@ From LAPS Ul Application
@ From Power shell Get-AdmPwdPassword <Client NetBIOS Name>
@From ClientComputerAccount/Attribute Editor/ —> ms-Mcs-AdmPwd And ms-Mcs-AdmPwdExpiretion Time
0 Reset Local administrator Password
@ From Power shell Reset-AdmPwdPassword <Client NetBIOS Name>
@ Restart the client (after restart client’s password is Changed) /
MSA (Manage Service Account)
e P . - o8 .9 . ; 4 2 . . NS . . - - 7oz
o9 Ul bpdy Gl s9dun oyl aaly b 5,181 PP sl Guagpw & 5/1j8] chdw (slo alliw @ar DU, Iy Usos uigpw @l 1 9 riidss 581wl SPA J1 (o5 s iUl User Account b SQL il gusgpw ko @ Ll (slp =
sgise aidlw Powershell gz ;1 9 s 0 Computer Accountdaud ysdus (poge (s, q?u,;l Ly, uf;l el ;I Jg sl pUser Account sibe s L/lg//'l Qs () =
cawl (wpwy LB AD Users And Computers > Manage Service Accounts (24 ;! SPA @i Gdlw ;1 2 —
. . £ 7 . ~ A R
o @ Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10) —> »sius g sl dbia) 5 Sl rm aikes sgi |, 1i s cuslin lo (o8 Gy <, 9 EffectiveTime v —
o n q 0 (5 4 7.
=| @ Repadmin /syncall & Repadmin /Replsum —>  elide sl i ualy @ ol b Sync caga— | i o o
o . : L . | aplshn J (545 j
(3 New-ADServiceAccount -Name MSA-SCCM-SQL -DNSHostName MSA-SCCM-SQL.Domaint.com -PrincipalsAllowedToRetrieveManagedPassword sccm-sqlSy,” ﬁm gl
- e - = yj 6)(1241/’ w9 pw (-){I
Service Account Name Service Account FQDN Name
]
S -
E g @ Install Powershell For AD DS —> Install Active directory module fo windows Powershell (Select Server role Features)
33 (o ISl A ECEE eI S e el [ x4 cuwiService Account Name ¢ Logon tab (e j1 4 1, J s Quspmw Services.msc Gub 1 Je ~
v Ol (3) Test-ADServiceAccount MSA-SCCM-SQL —> Return True ) . ; il 06 15 | i canud
s a Mark This account on Logon tab and insert domain\MSA-SCCM-SQL$  (&//iws (JB 1 1) jo, cowsd 5
. .. A og . . . 3 2 4 il e .
>80 6yl iUl g9 il ;1 @lsun SQLAR @gr > Slo ysby piy ,Usw iUl g7 el U Quigpw lais U ~ 6‘35”
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@ < Top 10 Most Important Group Policy Settings for Preventing Security Breaches >

Moderating Access to Control Panel N

Setting limits on a computers’ Control Panel creates a safer business environment. Through Control Panel, you can control all aspects of your computer. So, by moderating who has access to
the computer, you can keep data and other resources safe. Perform the following steps:

User Administrative.  Control
Configuration Templates Panel

Gpmc.msc Prohibit access to Control Panel and PC settings

%

Prevent Windows from Storing LAN Manager Hash

Windows generates and stores user account passwords in “hashes.” Windows generates both a LAN Manager hash (LM hash) and a Windows NT hash (NT hash) of passwords. It stores them in
the local Security Accounts Manager (SAM) database or Active Directory. The LM hash is weak and prone to hacking. Therefore, you should prevent Windows from storing an LM hash of your6
passwords. Perform the following steps to do so:

i S it Local S it
Gpmc.msc Cotnpute_r Wlnd_ows ecu_rl v o_c:f\ eCl.m Y Network security: Do not store LAN Manager hash value on next password change
\\ Configuration Setting Setting Policies © Options /
Control Access to Command Prompt N
Command Prompts can be used to run commands that give high-level access to users and evade other restrictions on the system. So, to ensure system resources’ security, it's wise to disable
Command Prompt. After you have disabled Command Prompt and someone tries to open a command window, the system will display a message stating that some settings are preventing this
action. Perform the following steps: e
Gpmc.msc !Jser - Administrative._System Prevent access to the command prompt
Configuration Templates )
Important about Windows Update
Forced system restarts are common. For example, you may face a situation where you were working on your computer and Windows displays a message stating that your system needs to
restart because of a security update. In many cases, if you fail to notice the message or take some time to respond, the computer restarts automatically, and you lose important, unsaved
work. To disable forced restart through GPO, perform the following steps: Configure Automatic Update
Specify intranet microsoft update service location o
. i . . No auto-restart with logged on users for scheduled automatic updates installations
Gpmc.msc S Cofr.npute.r Admlnlsltratlve Windows Wm:ows Automatic update detection frequently
ST Templates ESmponERt Update Turn off upgrade to last version of windows through windows update
Allow none administrators to receive update notification
Turn on recommended update from automatic update
Disallow Removable Media Drives, DVDs, CDs, and Floppy Drives N
Removable media drives are very prone to infection, and they may also contain a virus or malware. If a user plugs an infected drive to a network computer, it can affect the entire network.
Similarly, DVDs, CDs and Floppy Drives are prone to infection. It is therefore best to disable all these drives entirely. Perform the following steps to do so:
CD and DVD Deny Read/Write Access e
Custom Classes Read/Write Access
Gpmc.msc —Yser _ Administrative, System _Removable Removable Disk Read/Write Access
Configuration Templates Storage Access

All removable storage classess :deny All Classes

36
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@ C Top 10 Most Important Group Policy Settings for Preventing Security Breaches )

Restrict Software Installations

When you give users the freedom to install software, they may install unwanted apps that compromise your system. System admins will usually have to routinely do maintenance and cleaning

of such systems. To be on the safe side, it’s advisable to prevent software installations through Group Policy: o
Gpmc.msc Computer Administrative Windows Windows Prohibit User Install
Configuration Templates Component Installer
a Disable Guest Account N

Through a Guest Account, users can get access to sensitive data. Such accounts grant access to a Windows computer and do not require a password. Enabling this account means anyone
can misuse and abuse access to your systems. Thankfully, these accounts are disabled by default. It’s best to check that this is the case in your IT environment as, if this account is

enabled in your domain, disabling it will prevent people from abusing access: 0
i S it Local S it
Gpmc.msc Cor.npute.r Wlnd_ows ecu.n . o.ca.a ect.m i Accounts: Guest Account Status
\\ Configuration Setting Setting Policies Options /
a Set Password And Lockout Policy Limits N
Set the minimum password length to higher limits. For example, for elevated accounts, passwords should be set to at least 15 characters, and for regular accounts at least 12 characters.
Setting a lower value for minimum password length creates unnecessary risk. The default setting is “zero” characters, so you will have to specify a number:
If you set the password expiration age to a lengthy period of time, users will not have to change it very frequently, which means it's more likely a password could get stolen. Shorter password
expiration periods are always preferred. Windows’ default maximum password age is set to 42 days e
Enforce password history 0
Maximum password age Account lockout duration
Gpmc.msc —computer WindoWs SECHRNS Sl Pass_u{ord Minimum password age ~<— Ppassword Lockout——> Account lockout threshold
Configuration Setting ~ Setting © Policies © Policies Minimum password length Reset account lockout counter after

Minimum password length audit
\\ Password must meet complexity requirements )

Disable Anonymous SID Enumeration

Active Directory assigns a unique number to all security objects in Active Directory; including Users, Groups and others, called Security Identifiers (SID) numbers. In older Windows versions,
users could query the SIDs to identify important users and groups. This provision can be exploited by hackers to get unauthorized access to data. By default, this setting is disabled, ensure that
it remains that way. Perform the following steps:

Gpmc.msc

i Securit Local Securit .
Cor.npute.r Wlnd_ows u_| Y = u L Network Access: Do not allow anonymous enumeration of SAM accounts and shares
Configuration Setting ~ Setting © Policies © Options @
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Windows Server 2016 and Windows 10 — 10.% select * from Win32_OperatingSystem WHERE Version LIKE "10.%" AND (ProductType = "2" or ProductType = "3" )
Windows Server 2012 R2 and Windows 8.1 — 6.3%
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. _ 7))
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Select * from Win32_Processor where AddressWidth = "64"
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Symetric Encryption

~

Asymetric Encryption

Some examples of symmetric encryption algorithms include:
AES (Advanced Encryption Standard)128,256bit

DES (Data Encryption Standard)56bit,3DES-168bit

IDEA (International Data Encryption Algorithm)

TLS/SSL protocol

Blowfish (Drop-in replacement for DES or IDEA)

RC4 (Rivest Cipher 4)

RC5 (Rivest Cipher 5)

RC6 (Rivest Cipher 6)

Cipher Data Plain Text Data Cipher Data Plain Text Data
Shared Clpher Shared Clpher Prlvate
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Asymetric+Symetric

Examples of asymmetric encryption include:

Rivest Shamir Adleman (RSA)

the Digital Signature Standard (DSS),

which incorporates the Digital Signature Algorithm (DSA)

Cipher Data Symetric Key

@ Certificate Ellipti.ca.l Curve Cryptography (ECC)
the Diffie-Hellman exchange method
< T TLS/SSL protocol
ec) 5
El:.>. g' T Examples of Hash encryption include:
S SHA 0,1(160bit),2(256,384,512bit)

Plain Text Data Cipher Data MD5
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Create Certificate Template for Workstation and Client Authentication: .
Template Display Name

Ccertsrv.msc —> Certification Authorit\D Client-Server Authentication
— Certificate . Right click then Workstation . right click then select General Validity Period
Control Panel —>> Administrative Tools —> Certification Authority Templates; Manage: Authenticationa Duplicate Template: Tab 2 Years

v/ Publish Certificate in Active Directory

Open Control Panel then go to Administrative Tools -> Certification Authority: / Don’t auto reenrol if duplicate certificate

New -> Certificate Template to Issue Certificate

click the DNS name box to add the ) . 3
Subject Add -> Server On the Extensions tab click Extention add Domain Computers Check the  Security
Client-Server Authentication Templates

DNS name to the SAN of the <——— o .. . . .
certificate. Click Apply and Ok: Name Authentication then Ok: Application Policies then Edit: boxes for Read and Autoenroll: Tab

Sgias jidid o cawlgd,y 295 4« e AA (Authenticate,Authorized) uU 120 Request cawlg s o/ud/&g;b ‘ AU/c,uié/pA ©7 U Root CA ),J/uligﬁ//c/wlyiﬁ oul/,ub Root CA /lxl el, ;| s O/W s9kil -

s cadlia b cuiblgn bo cwlgh )y U oyl hwgd (uw 9 ),yfn /2 Pending clb 5 Jsl b cuwlgd,; aae 2l <idsl, Standalone CA,J’I/—

7 : : . e e . g o e, B . . £ oo sy s . 7
soHue PWiCertificate Template gwlw! o [ @l pwl divly cawlsh, s pilgin J pioy cawlgh,y pilginn (Jlw bid 2 seims Jldae cuwlgd,, dsp 5 iy pdsd (eéwb <uily Enterprise CA JI -

Configure Group Policy for Automatic Certificate Enrollment:

X . Certificate Service Client — Certificate Enroliment Policy % Active Directory Enrollment Policy
Gpmc.msc Computer Windows . Security Public Key
. + : : i ici Renew ,Update Pending,remove revoked Certificates
Configuration Setting Setting Policies Certificate Service Client —Auto Enrollment Enable s &
Update certificates that use certificate templates

[roles u{; Certificate Templates ;I rylgise |, y5i ,5l0 uagbl,d/(y/’ Gl ),{J?’,I,J AU Certificate Templates hwy lghies cu/ugbb,l:é, degatn —
Services Public key ,  Certificate

il epis 6485 CIP Partition cwd 5 Certificate Templates <egoas —
Services Templates AV YD 7”2 p 9440

adsiedit.msc

( 5903 Publish W csl 14 1, HTTP Gw,57 LDAP ()57 1 s 4 Glsian L s905 (@i 1, CDP s b CA ;100 ol ;1 o2 -)

AlA(Authority Information Access . . . v . . -
b Plil ], éDP (CRL \I/Distribution Point) )c»wb'-? ©lsus Extention v @ 59,9 5 CA ;| 38 JProperties U g 55 Pl ], gwemw w7 9 CA (msmwStart/Stop « (UU « W @lgus Sertsrv.msc &2 ) -

V/ Include in the AIA Extension of issued Certificates (Http)

V Include in the CDP Extension of issued Certificates (Http) & V/ Push CRLs to this location (c:\windows\system32\certsrv\certenroll\....

< )9&:.13 )9U’) CA@@/;)/@T &/}7 /'l 4J/C,u.u/ (’w/)'r - :AlA )9&:.6 )W'}CRL@T &/b /'l 4J/C/.w/ (’w/)'r - :CDP )

.7 & il P - 0 s .
cuwl yjs Ul Unrevoke cubl il o5 oyl Revoke (sl Certificate Hold <t ;I J1 kis e ps Pll, Revoke Jae certsrv.msc\Revoked Certifications G ;! (%5 =
)),J/,my Publish Certificate ¢Usl 0 4 »lgh Cert Publisherag,J/w @7 Computer Account rzwtfn &,141 sl,Root/subordinate CA d{/(_,:;'y -

e Request Handling v ;I U (ebu/gp o, (0905 HJU/(J&;;I @ufl (eﬁzal,y:y ,)'1/9 )/J/d)l.&lw’ Duplicate Template ;/ xU 1U ),J/,@{/ G @lgiasd b8 Ouy Certificate Templates sy, » -
(e_;,il/d(sw' I, Allow private key to export

Request new.

. Z . e .
Hirlus CA U i pa g Dol ;| oylew] § JUy) @uw (59, » Certim.msc\personal\certificates —
certificate

e Https://<server-CA>/sertsrv

N ‘

o - q . . g . .
51 sl T ;1 G+ 5905 sylaul ke (slo U al, ;1 @lgiue aalisnls awlgh,s e

2
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@
@ Inetmgr.msc\Server Certificate

Import

©Action Tab —>

Create Certificate Request

~

o 3 3 . . / / 3 oge E '/ i3 / & /
>/1> 1y eyl 5,90 it Ubs, (il 5305 Request  Import |, wslisls/ @lgis o il Server Certificates (idy 5 Inetmgr.msc 1S Jgudl;1 o6l 205 s, L - ©

Create txt File
Name

CSP
Crptographic Service Provider

Distiguished Name

5 b P @i /U/‘U‘/)’ et ol, 95 Jlb o cuwl opds dﬁU/U‘@/ﬂ/wbﬁ/) cdb eyl ), -
Properties

R-Click on CA
All Task

Root CA —> Certsrv.msc Submit new request Hirbas CA U 428l Jgl 6, —
Download .cer
Certificate

Insert Content
of txt file

Submit a
certificate request

Request a
Certificate

Web CA/Certsrv. —> — Molua \Web CA sl P9y 8l, —

sir p2lgs NS ;5 LB gy» 4 paie bulg 9 65l5 £6,1 1, 6 Complete Certificate Request cuws ;1 5 o3 sl l1S\Certificate s/ ¢ »uae .cer b >sl5 5|

hsas U k8 556 o txt d-'@ 5 034 ol )5»" IS /5 1, wlils w/}"/) ’/W’ b oSl Sl jeny bl jl 7,6 sl jgpm g Sy /U Ug, Yguol -
(JJ"N‘NU"L)’SWB cer oy 5l |, ol wlamwsw ‘UUAWM DSs b (908 sl uil)o "/JMU’W”MMUJSWCAHM‘V//NW
»sd Jali w1l fu Wla spiuo 5k0 cawlgh ;5 b po <) 280 all silgs Sl ppnn wExchange Skype, ...

. Qb sl Gt AL sy Epdsn
s extil g 55 JES] O cayy s GEXPOTE Gub 1 S <oy 5 Olsisn o ol Gl PIX L o 5 pg0s sl al)s 4 Jbo

(S

0

Physicall
address(MAC)

Node Computer Name—>

Ipconfig /displaydns
google.com

Record Name.....: : google.com
Record Type.....:1

Time To Live ....: 181
Data length.....:4
Section.......: : Answer

A (Host) Record . . . :

C:\Users\ashofteh>ipconfig /all
Windows IP Configuration

HostName............: : Admin-PC 5 s S ] . s 5o b ] 1 49
Primary Dns Suffix .......: : tmgic.local 297 crwp Olgige e iyl ;> Wins node type stiws G2 j1 1, puiy Broadcast - © @w
\\ Node Type............: : Hybrid roadcas e dy/

Name Resolution (DNS , WINS)
—> User for next hop addressing Domain Name System
1 segment,Max 15 (DNS)
NetBIOS Name —> Char without —> (WINS)
0 ' Windows Internet Name Service
—————> Name Resolution (WINS)

Logical A
D — oglca(lp;jdress%User for End to End Addressing

Ipconfig /Flushdns
Delete Cashe

—> Second

:172.217.169.238

Translate

User for User Friendly Name €«<———— ) IP address

Hierarchical,with . ,Host
name+Suffix Name

FQDN —> (DNS)

ssidsn j opé 5 s9,m Jsasl 9 i pssly Gu ot @»Jﬁg ssan (55198 ol 5l axg jui 1, Service Locator <iby Name Resolution j/ ¢ 4 DNS -

\\mycomputername Scuw! ()irygd P apis o)l5 (G 4T dJ//.u_:o aylis - @

o w 7 . o
C:\Windows\System32\drivers\etc\hosts »sdws [°@I DNS ul$ ;| & < Host File i (L6 ;I s)op opp2 = (2)
DNS Client Cache ;/ s, lsp ar = ©

silis o |, Cashe el TTL 5,1l elo; somn colss o 'y 554la Cashe sud 45 (sto «lss Name Resolution i 5 -
Name ¢ IP;! & >9dus iReverse Cashe (Jati Cashing —
>9iestd [el/c/&,a@ WITIL W,y >s9Host File /> 41/6)/’913 s sl d{; Cashe ;I I, w7 DNS, TTL @b, Plil ;I (w ~
cawl pYUHost File cus/s/Host File s DNS Cashe @ >l jop <90 55 =
DNS Client <ol (wlwl 4 DNS SRV ;! 5,150 6,0 — @

www.google.com

IP?

J

DNS Client

e 7 . 7 . R ps
sidan |y aaly) g7 Jlis 4 Name Resolution Jls, o2 <8,y (21t 9 59é s pmwps Jlsw DNS SRV ;I 1 —

LMHOST &6 6 1 s/lop e -~ @

2 f’ '3 ( Cd . o .
Wbl 5,15 Node Type /1480 ¢ (L apis J5 @l aw j1 s/lop epp0 7 = WINS ;I aswp Jlsw — @
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O

"

. , » .. o q f ]
9 «#/Record ¢ 2> opi cd lelbl 4 gZone Quylyy (1! 4 9 cwl 9890 DNS SRV (59,4 test.local puylyy U cuwiyl oF cude 9 uislus Authority s/,15 test.local coVlgw ¢ cuwitest.local , DNS Jts /b

~

»9ius o lewlZone Transfer cugs Tep 53 < 9 /5 4l ,'Name Resolution cags Udp 53 <% 59, »~ DNS db{/d, -

ol oyl 4 Pita sy €ily capllo Jlsw OF & i M spian g (59 ol ply sblun p5 10 oo Pspio 21751 0,9 sius Authority ;1 cams (355 DNS > =

siige TXT siia 90 sttty g5 o ol J 4 9 59is s Dynamic (DDNS) g spls cad Static wlgis Zone olas & guy by il stoy,s)) -

a

Forward Lookup Zone % IP address . ) P ./
Zone o sirlua Reverse ;I jdw b yodus oyleiwl Forwatd;!  j&sy 5l b el sl 5,90, g9 Jals J =1)15 Zone ¢/ 95 phw Y ) -
Reverse Lookup Zone =— FQDN
@nsmgmt.msc%Dns Management) Y% W (dnscmd % Dns ManagemenD @et-Command -Module DnsServer M Dns ManagemenD /

),J//ml,z PUel o a),J/Cashel, s98) aoleh Sl o/c,._:l%\ 9 6594 Forward ,lf; sDNSwCashe ,y y99 Pre <, 90 45 1, (Query) coVlgw degoan Yase o ,w;»lfn Caching Only SRV 7 ¢ b&w! ,,145 Zone JDNS SRV -

Forward Lookup Zone\zone M New Host(A or AAAA) —> A=IPva, AAAA=IPVE | o ) alids O Jbis by s9u) b 550, cogliin @l 5 Qlul] 1P U Glgiss ~
New Host(A) —> MBXL.test.local (1.1.1.1) Pop3.test.local imap.test.local mail.test.local >gi €l coglein (plwl b
CNAME —> Mail.test.local (MBX1.test.local)  MBX1.test.localy,s/, cuwls f (sly (Alias),&us @l 95 0 el & = (CNAME)
CNAME —> Auto.test.local (MBX1.test.local) R Sy sl @ 4 sy s plwl 9 S M 5 capla L (5p 0NP @lgiss

Ram Data Data File Data File—————> Ram Data

, [AD Domain —Y o e
Domain

Forward Lookup Zone (R-Click)

4 W {Hosting) @l < 15 @ss sitlis syliiwl Cache SRV;I bsas & ISP —

ssiuas S A5 Jo6 eilio T 1, Zone L 5y g spius 4ilu C:\Windows\System32\dns > & 16 (2 luss ZONe (55 lads y9ts il Glogi] § sy 981 a1l 5 >sdun) €l (Loalily <, 90 ZOne -
. . N n q 7

siun @« 4 i BTDNS W] s g y9dus oyl nslookup ;IDNS (55,90 splles s p cags —

> ay&w! Round Robin cagps 41/)941 e ),917 ogliia IP g (-jbwl._{/{ewl U @lgus —

e £ . .o . .7 e e e . 2 e 7. . . . . a . e
lpas Pl soun g1, o fwl () 5 59898 KE Gipb j Quawsihis S PP, 151, WT 9 630 @4lpn Gl Gy Jan 4 OF 0 4 Quw 9 5,15 (2Zone @ U Hgdus @gin (5, S1pb ] g < bl (399 DNS Gwigpw =

g oo e . .. . w 7 e - . 5 5 5 u o
Update Server Data File il 6,85 U s QLG )5 |, Ol psld (pbin 56U (Jlboj (Jgf Gub Qw9 cwl oy 51 °) )5 Bly )5 59i 5] Fupss Joudd )5 s a8
Update Server Data File Reload

soiu oylizwIReload <y 1 sl ;5 ) jop 51y @il cadZone sl ) 1, il pds S -

*e 4 . . g 7 . .. - . 7 /& 7 e s
Suffix Name ay9 0 ,skis ygia DNS Domain ;| cusw g & gadgn el 4 @he U« Wil (b sl Dol 22 U9 )15 yopw Jssl 95 p2 (@l dlidigy J (05 —

DNS Domain —4TXTAMEs  nng Ry Jislign 5 4a SUFfix Name Jidus
Email o test.i MX Record
192.168.1.X e - el 192.168.2.X

. ;. A Record : :
Test1. Ul@test.ir-2 =218 5. Resolve mail.test.ir from DNS Mocse. s s
estaIr cse.com MX Record=>,1> aw! @ j9pm Juasl J 55 s (padiin 5,98, A ,>DNS 5 =

Ul@test.ir— Send mail to u2@test.ir Pz . . Pz rd
DNS\\’ §’ DNS A Record=rpu (hhise oyl @wl G b o 1PALS 5,90, i y»
SRV ¢ © SRV
N ) N Output o
192.168.1.10 Ul@test.irEMaily y3@mese.com 192.168.2.10 MX Record > Name of Email Server Email SRV’s IP

Zone:test.ir Zone:mcse.com

Output . + =
Ul@test.ir—ARecord s pesolve mail.test.ir from DNS ARecord =P 1p of Email Server for output DNS

Mail ¢ q q Query .
5 Mail.test.ir———'——> Resolve mail.mcse.com from DNS , . . .
SRV b Query MX Record ©bjlw ;I E/(ﬁ 79 d-é‘*{l 9 bl (_,*w) 79 (J{-A{I (074 d-é‘*{’ (J)(U &

DNS Chain of Dns to mail.Mcse.com

192.168.1.20
Mail.test.ir

192.168.2.20

[sue @ljlw DNS ) MX Record cédlw e
Mail.mcse.com

and obtain IP Email

50
: . Send Send ul mail to u3 based of Mcse )
Mail.test.ir20% s @
SMTP~ Email SRV’s IP and port 25 %Q%
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nslookup
> set type=mx

C:\Users\test>nslookup > bmi.ir > mail.bmi.ir
Default Server: dns.test.local Server: dns.google Server: dns.google
Address: 192.168.11.20 Address: 8.8.8.8 Address: 8.8.8.8
> server 8.8.8.8 - Non-authoritative answer: - Non-authoritative
Default Server: dns.google bmi.ir MX preference = 10, mail exchanger = answer:
Address: 8.8.8.8 mail.bmi.ir Name: mail.bmi.ir

> set type=a Address: 89.235.64.89

7 7 : : o . I P o E) e . o1t . i
M Fppn @Iy 4 ol 9w Jussl @lins |, pibl Gdoly figl ype U7 plgws MX Record il PUie ,, Mx Preference rae [RET Gupb 1 aiol Gdoly yopu s Provider calide (s6 95 l,lw b JI -

o
@ Forward Lookup Zone (R-Click Continue..)
ssius astiul 15 s5pm 4 DNS slow s ;1 idy 587 cags New Delegation b ;I (efu/ R-Click (! «élw Forward Lookup Zone ,» Js Zone sy A -
[ewtfo | DNS v rmifp oyleuwl o/uzd%ﬁ;l &y uy b us),suf;l G/v‘f) eyl (5,J,/U/4{ g4 Other New Record b ;! ray'J/ R-Click (o) aidlw Forward Lookup Zone ,, 41/(5 Zone sy, M ,)7—
s 7 . < e . . 7. . s . s, n . e n - . e 7 .
oj98 $ly Cutn @l (0,0 @b U cwl o)) S o SLDNS hwyi ol g 9 590 pits SOAL j1 i 1] 650 9y cwy 4 cowy U Awl @i rabs Ll gby 5gin o5liwl DNS ;I @32 Query (sl DNSSEC ;! —
cuwd (55w erly 6 <, 9yl Pae cudz DNSSEC, ir
- P . . . v . P Z P P
>siiand I opis Js s s> OF BB by (Jg spiun Bjs pirliss Aol @los J (§ gty ;| ilsn JUI, ZONe U (5 —
sodun axliul o J6 G (59, 4 ZONe ] (sloy,sl, pl il cags Export List ;I
Forward Lookup Zone Without AD (Properties)
cuwl Stateful @, Dynamicc, s,y 9 cuwl Stateless i ;U swld Dynamicomylyy ()9 sl vl Zone 2o /)’//9 wislusStateless ), b (uy by 9Zone @gs bl s J;ﬁU/Cache Only Server <, s DNS,J'I/—
Domain _usm Zone /P DNS SRV . . P Z . i _
Test.local ;) pke  Testlocal 7 silus  DNS aly @ibly & Pida AD @asly J cowl cuanl jlb <l () (Js cawl DNS @wly Bpo jshia iyl ,5 — Primary @) Type
P 7 . .
Wgibus Sync [ U 49,&,(//;”/,9 u{/éthcp 53 <, &b ;| Zone Transfer awgp (b bZone - (il >l 1, 1?95 DNS ahiv ) SPOF (y9a) <3 pbp caps —Secondary@
5,/ Read Only Jb Zone Secondry,Read/Write ~J& Zone Primary -
cwl pi @Ufl 90 w v Gyl )/-ﬂ-/l-;; Pull <, Master Name SRV (/,4¢ ¢ & Zone Primary ;! |, <lu% Zone Secondry —

. 7
] Transfer Transfer from Master <2/ s Zone Secondry ;! %, Properties ( w) < o0 - @
Zone Primary W Zone Secondry ) ey 9
Transfer Allow Zone Transfer <ww?;l Zone Primary,> #Zone Transferc2Zone Secondry s jI (uy = SOA
Zone Secondry —Z7 o> Zone Secondry .. i s s, 4 Notify s »si o5, Zone Transfer sl & @b g/> 1, Zone Secondry, IP address Zone Transfer

Name Server
T SooS L S S o
Zone Secondry %Primary Secondry  Jsm eulply sl G547 )1/5 5,90, Ay Jbly AU aliyl pha LJWU/‘U 9 Kb dbw//»sﬂ/ 45 Zone Transfer ,, -
>pdas ,19 SOA 5,9, Jbly Zone Transfersivls;
G 10 Qb Uy ysky « Gabdn Foj st iU p ~ O
wlo Notify |, wii ),J/,ﬂ:'u” ) o i Master Name SRV U ygdus — (3

.. pZ o L
Ko Transfer, Zone i stoy,9/, J U p2 (s2 All Zone Transfer (AXFR) o e

)
=<

v v e . Pz . Py .
#hs pu25 Pause v Zone sy, cumle ailu pdi Pause v yllas J° (g o 5y s 6yleiwl Zone Ay llas (907 Start/Pause caps — Status@\ General @

. . " vs Zone @5.17
\_ Kgdus Transfer coludl ki s Sy rgdusTransfer , Zone J & Usl U ;1 s iz — Increment Zone Transfer(IXFR) @ & (7%
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@ DDNS in private network Without AD( Host record & PTR) N
>3 <, Dns Client & Dns SRV 55 4 (s, # xU DDNS <yl Jsl <lf -
i e faatiyly 385 405 Dins SRV L > 1, Ghales,sf) 5 4w Dins SRV < 1 1, Glalplsw D Client o sons Lot wlsians -
4ol Dns SRV Suffix name U ply ju il <uibly cwlioSuffix Name 40 Dns Client -

sisy Mo euang g W el olaghis sivly Per Connection o ies e ssi saug, B 1P ;1 f b Qg (ol @ulohy 9 pirly diivly il gy pasall L 5 >0t b (olyy 9y Glnlos o8] pisssall L Lo 5 (2l ghi A -

Properties v/ Register this connection’s addresses in dns
Network Connection —>TCP/IP V4 —aPorteS s, pNs —>

Advanced Use this Connection’s Dns suffix in dns registration

Zone Name\General\Dynamic Update —> Nonesecure and secure .t J&$ Dns SRV ,, (2l shso 41/6 Zone (s9, p MU DDNSdegI S alf -

/ . . . / . / . / . . . . foo a . / .
9l Hard Registration eyl 4 )4J ol (Juwlsly < 90 5,9, 75 4 <, DNS client , DHCP Client Gwsmw U josizg <o b, @98 ;5 cagW U0 5 100 P 90,5 —

\_ Ipconfig /registerdns ol g5 1, 5w el c/@w/,uu/m 7> KU 2> (W] ], Soft Registration (eulsly ,JT— /
@ Stale & Scavenging N
a S a 7 - 7 . o @ P . e e £ .7 .. > o 9 i’ 7 e
Time Stampgdss 2 ()5 »gdueUpdate Record 5,8/, clb 95 o )5 lasd s )0 polsh pudd T 5,90, josss <ty Qloj 5 i) puds cadW PG Yl (Jg silss pdi DNS j9pw ;5 lypw T Host Record ssid (poge ey by IP JT -
»9éus Refresh Record bMw! y9i cypT
. -, 5 P R S A 3 o LA NE I Y -
seins o] U 4l sjp Qlod Bl s9iun opds U (55,90, U Rsund inks B9 9 sis selghi /13 Authentication awsy 4k 1,84 Unsecure <, 94, DDNS b ~
e 5 - " 5 o o e
Time Stamp DDNS o pilsod i vl U G, caie U « o9 CHRT KU quaiwl Q6 jo, cabs G
records Register »/l5 Refresh¢ b 5 + >/l> ori Refresh ¢ ;b 5 sl i3 il U T 12 51 j, IF SFlas 95 im0 o, cain 2 ssly A1
2 o &s 2l % bbbl
1400/10/30-11AM No refresh Interval=7day refresh Interval=7day sy o4 J General & jlScavenging 44 )six Stale )/9}/ 7

silios syl &7 ;1 wuwl; 512 DNS »9dus Stale 5,5) s -
7 e . ose .
(BT @l U ),9!; Alagil @y JU sy p vlol j5, cais

. \ ~

+ Wiws JU spis Stale s2y,9, ;5, V1 ;I (m ki /9/ )’,w S d ,wvlw ulul.oyl rub.u S (Jog, -@® <Dns name>\Scavenge stale resource records st U ),91, @i Stale;! /uu ,J/ (1)
\ Dns SRV/Advance /delete automatic scavenging of stale records7=day /u.iu ub 1, epir Stale 6lb),9l, q,.:u,/l 9 & piis rwl n.Jb |, 64 Stale slput6 (W) & oy [Qulsw.n (QUJ wl,.n /
]| Forward Lookup Zone Without AD (Properties) start Of Authority (SOA) @

Zone Name Properties oo, £ Transfer , Zone i ¢stoy,s/; W1 )5 SOA 5,50, b B spiun 0l iy o (lpliiit o nm ~
>sis o5téiwl DNS 95 @ Zone Transfer sls cud cags O wy Giglisl ;1 9 ilis Iasy (il 81 s0 L Jlpso SOA 5,857 15 9 Tb & Glulpas & 5ol (55,80, o « (il ) o lais i @lginy — Serial Number €)
Molyn (pAdica ZONE u‘l/dy/ ~ Primary FQDN sxiz blii — Primary Server @
Hostmaster.testlocal —> /1> (¥ ¢stas DNS ;> @ bl O ool sgius axtiial @ s ¢ + ;1 el @l sibls ZOne o Jgiuws (ahls (57 Juadl exioité ~ Responsible Person @

@ A 10.1.1.1 or @ MX mail.test.local —> @=test.local "'i'(f’f’dsame As Parent Folder spipy UliJ DNS 7~ @

q q . : g g - 7 . 7 PRI Cota 7 ini
sidblygn Qw iy s\View\advance ysel J&S & DNS (s Option 1 iy o TTL « €idy Fo Lialily stos,8)) (sl 9 sblan casl L TTL (08 Gy Sobwl (5,50, sl ~ Minimum (default) TTL @
PS C:\Windows\system32> nslookup

Non-authoritative answer:

2;:‘“" 'Se;;:riégr::ritoest.local bmi.ir hameserver = ns2.bmi.ir soie syleiwl  DNS Server @yses (din cgs NS Record [l g jom ussl @90 (padin cgs MIX Record ;! —
S Se:zs_sr"s D bmi.ir nameserver = ns1.bmi.ir Name servers @
- g / 2
ii bMhw! o pairlue | Wl i () slus G -
;eb:;:.r servertestlocal ns2.bmi.ir internet address = 89.235.64.66 DNS SRV,,5/,A 4 « sistus DNS ERV Slw 29, A;J{ YW il ) 1> 55k DI:I/S SRV/' FQDN s L@Szﬁ
: o bmi.ir i = 89.235.64. guugs Gdlw jy A Record dobgi! o ot @) GU) cwlia | I« suols Glue Recor /
\Address: 192.168.11.20 nsl.bmi.ir internet address = 89.235.64.65 ) i yea Wyl D 9y R Zone ¢ , FQDN pJ! « szsls Glue Record (%
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@ FQDN —> IP? —> DNS SRV Forward Lookup Zone Without AD (Properties) WINS WINS @
NetBIOS Name —> IP? —> WINS SRV /% Reverse IP (PTR) el WINS 5 losd 5,10 G)H/U//u.b@ Jb 5 9 r9duns o5lsiwl (sNetbios 0w/ Name Resolution caps -

Sy selgd J18 s 5,90 WINS U 1, siolus NetBIOS Name bigase o Jlgw Host Name Oidy Czdgw/q sl ;1 JF WINS @9 J& < 90,5 #1509 y9i spuwps ()lswDNS SRV ;! A -
/> 1, WINS Lookup),yfwms,) il |1y 0], uﬂfb'uﬁj&vl el JSOA ,,,Jf wilas —

Wlurpgo Wil 4 |, TCP/IP G NetBIOS (5,05t Jas sl TCP/IP o 5 o samil i 5 rblily] 4V ey (ousé jiz) &« NetBIOS over TCP/IP = NBT My Gusb j1 josivs —

_ Y
an N

DNS Server Propertiess .. \varders
Internet
N ISP DNS SRV
S 100.1.1.1

Private Network
Jpc.ir 192.168.1.X

International (s> DNSSRV €  «lulis so DNSSRV @ ISP (s> DNS SRV @ <—Forwarders
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® Quary 2:www.google.com —> Ip ?
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@ »U Secondary Zone auds 2 (v/&w DNS SRV (9, » Stub Zone <, 3 |, Zone: mcse com b ev ol dlu/ om0 Jbo oh , i Ubg) 9 pisbus (545 Gl pinisge (Jo ol , dJ ,wlw\ Stub Zone sylewl Pow (Js o, @)
Ugia )/9’/ aw @l U,;,J(,,, e cwuwl'l, SOA Record,Glue Record NS Record )/9)/ &y w his o s ¢~! ,> Secondary Zone U OT 39 (9 >9 l"lN/ Zone Transfer (W & 7 Master Name SRV
silies syiwl Master Name SRV @lsiz auép Wi ;| ()9 >siuss 5 DNS SRV pui aagis Zone Transfer 3. ;! ..,lylpyl <, 9 lunid ,wLy ol9,98 O cuow € |, lPlow g y9dun > DNS SRV

e @ on mon 5 . AR 1
cuy Use @lgiyy T Wl slp Master Zone cuwd ,, w06 ug/.uU @ ;i Secondary Zone SWu (i, (! ;> —

Pl 509,98 slp |, OF Qu,sT 6o ui >,l5 Authority «<Jb Zone (s9, »Secondary Zoney Primary Zone <54ip Stub Zone -
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s 4 s O 1l 5989 DNS SRV (710 alasks 8l (pul, 55 =
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/a4

4

www.freebay.ir

LA LR AN AN NN ) § TD°p Level § § i\'\\ \?\ LAI R AR NN NN}
< NS SRV < < < <
Com. Net. Org. Biz. Ir.
Second
ssscsssssscssee § Level % % e / T f DNS Q \
o o eo uar
\ DNS SRV = X s 4
Yahoo.com. Google.com. Mcse.com. @ Inverse Quary (ip to FQDN)
¥ @ Recursive Quary 29 ublsh 2l los piia g opis op gy Jlgw
s Hosts S s © lterative Quary b 3 caaw UL S o » @blsh s bz g auis o g pg Jlgw —
;; 3 3 soio 15 G Pl C Qrw, U cumdy uae 5
= = =
Www.Yahoo.com.  Mail.Google.com.  Ftp.Mcse.com. Dns Client Recursive Quary Dns SRV1 Recursive Quary DNS SRV2  sessessencesns
155 Root Hint ¢lm il s, /)/’9/99 il bgo/ll /)//9/99 b gl sly J (w2 Dns SRV Judud @12 /> /-”
« Root Hintws x|, 2l fwl bis g% Cund (piaks 05»" ,wpw Iterative Quary /, Root Hint ¥ 47 aslpm cul <8,
lterative Quary <,sw.if (8 & Jlsw ) jw ;0 9 6l>pkn 0 1, 4 uTop Level DNS SRV st (7 T Jlgw (wlwl g y9p
[uwp Dlgp 4 Uyl ub//
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s34 =lsl |, O |y lsizo COpY from server aufs ¢y 5 8.8.8.8 wile Public pizs (o 57 <l @5l b st SG 9, 59, ;1 1, Root Hint s> DNS < gaas <l 500, =
>/ >99\Windows\System32\dns\samples ,> & JW},9! dui b Goid 5,15 5 \Windows\System32\dns\CACHE.DNS JJ44 ,> Root Hint (¢ -
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@ No RootHints & Forwarders N

. pZ yZ 7
; Primary Zone S»,l> fwl cags Authority Jlsw ¢ cuwi 47 - @ s Dldae Ol 9 e <90 5 5,15 Authority , zone <k ¢ cuws J Dns SRV el J1 —
Quary —> %’ ______________________ 6 __________ > /1> el; 95 594 Root Hint s (519,99 ¢l 4 5 s24i walyl |,
= i ; DNS SRV Cache (w,~ - ) .
= Conditional Forwarding B _ L Zone ¢l & UG I‘Q_{-U/)(é{’ Root Hint s New Zone < 4 wmZone causd ;5 - @
DNS SRV Conditional Forwarding Lo . G
Stub Zone . AL pit Zas
Unconditional Forwarding | Forwarding © [e:.U/dlxé I, Disable Recursion 4, Dns SRV G ,, Properties\Advance ¢id ,, - @
international Forwarders . .
________ (_ - _)_ e ———} Forwarders Without RootHints
Root Hint 0 Oldas Olgs @8 Pre 0,90 45 5/5Authority , zone ulg/«q Camd U/Dns SRV (Qﬂ.blgfl{ /,)7_
e ua "Wl 1, 4 @l 5945 Root Hint Eluw (Jg sy alyl )5,l5,58 Gupb ;1 1, stias
e e as
\_ X Use RootHint if no forwarders Are Available (,//lust p g0 <2 jJ;11, A Properties\Forwarders (s /> = Y
@ DNS SRV\Properties\Advance N
X Disable Recursion (also Disable Forwarders) 9 125 whyl o)5l5,55 Gupb jl 1, s ldas lss 54 Pae <, 90 45 /15 Authority , zone ¢ i UDns SRV Y =
@20 PW 1, ;@7 594 Root Hint ¢l
X Enable BIND Secondaries Soidus ayl8w) M,Lfo < 9w |, AXFR: Full Zone Transfer c.ub &z JBIND DNS linux SRV (009 Ad (s> ddui b g,Uf(w cags —
DNS SRV
e o 7z 0 o s 3 ) 5 [A 7
Properties\ X Fail on load if bad zone data wilea 181 ], a0 (slo cannd g 5pudss op5U 1, OF 4ol opis gy (pliivl <oleWblZone Data & ,tdlw 5 Y1 -
Advance v Enable Round robin il ) Glid g (lga (T $unls cugp 4l opis 23 Zone ,» [°U dz/({ oL ST A8 -
v Enable netmask ordering Quick Access iy wils Hsdus o5l ] ) p0 4 Sl [ Cay (g pliny dunglin b Pl p Wy ‘U/ud‘b o ST ositf cawlgd, ATy eyl -
e . 8 8 e ~ - e . .
wioly i cawlgh s 1 P95 (hd (200128 btn 5 il ST cawl plas @t ilaad Jas pa @ ddues el il )5 gadgn 2] -
V/ Secure cache against pollution ub/w/? opis PUel o) (wlwl O/J@UJJ/ J d«l; KN /U/(ﬁy// >oiFake &L cole Vbl d/wig/d-: o>9)T Klgise DNS SRV Cache -
N S8 wlghi (35 Cache Poisioning i uu cuirly wolghi i 6,6 com () b cawl spisCache clw )
ln 0.in-addr.arpa —> NS & SOA of DNS SRV Reverse Lookup Zone (PTR) <~— spius €l (b8 Gy <90 Reverse Lookup Zone s ¥ sl - )
127.in-addr.arpa  —> NS & SOA of DNS SRV + PTR 127.0.0.1 oo/ PWI 96 U exel ol FQDN U { o sshs QAT opl U g 9 9 U gl ;> U (,uwb 9, M byl u«w -
255.in-addr.arpa —> NS & SOA of DNS SRV fetun (0 03,57 sy (512 PTR 4iajls @low il 1> sl P31 o o/lil 5130 (51 aaslyo o 5T T
Network  PTR . .
Y 192.168.1.0—> 1.168.192.in-addr.arpa  In-add=inverse address D
@ Globalhames zone N

2l @lgws by, @l ; I//I,,,u Kb 5, O o/lsae DNS o sblus U0 ,,b> sle Zone (slej A record Www;/ o cuglsl euled g2 1, A record www o OF 5 9 [/l GlobalNames r(/ b Zonew ,JI
905 J&E Jd 96 & dnscmd piall” Gl b, bl @l aul yp op0 @lsin Zone I S > < (s v b Zone pld sy ..J Arecord <
Dnscmd /config /?

Dnscmd /config /EnableGlobalNamesSupport 1

Dnscmd /info /EnableGlobalNamesSupport
SRV Record

oo . . . . 7 . . v . . 2
90, ¢ el ;1DC, outlook , skype,,..... Qg @rgad hhin gans ($5/198 il pls coy90 9 (51 (ST G 1 sgdun b Qg pw O] @ide) @900 (pabiin sy 5 >9iun 48 juService Location )/9)/ (O 3

/> Service Connection Point (SCP) (°U & AD ,»> I, (b9, (a2 wlis ailisa DNS 5 (g, 2! « »/iw s Auto Discover Auis ¢ J Sodun oyl %(7
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@ SRV Record A
> set q=srv P

> _autodiscover._tcp.parskhodro.ir s9ius oyl&wl  Outlook hwgi Exchange (adds cugs spi Jy <9 9 o (o (ST (59, 4 Auto Discover puwymw caelbl @yl Gb -
Non-authoritative answer:

_autodiscover._tcp.parskhodro.ir SRV service location:

priority =0
weight =100
port =443

svr hostname = autodiscover.parskhodro.ir
autodiscover.parskhodro.ir  internet address =217.11.24.235
autodiscover.parskhodro.ir  internet address = 185.175.77.75

J
@ DNS+AD Integrated Zone h

>oun 6 pds Ntds.dit 6/9117{') 9, M i) piss apdy Jin Jyl6 L,Q/Gy, ~ Zone LJ.{ALIJ) 9 LJJJ/lu.U’ slyy degonn O/Qiﬂ/g./dlh,o S J awl A (KM 9 cund y s Type Zone ub/ AD Integrated Zone -

sisl apdo 571491 al, DC SRV (59, » DNS SRV 41/)941' o liwl lgus b o AD Integrated Zone ;! -

Al ilgise Primary,Stub,Forward,Reverse Zone (Js 4t AD Integrated Zone vlsiws Secondary Zone -

p Internal L Jily s,ia t3e  AD Domain —>-Jpc.local
/160 Ll NameSpace Jil cogliin b @lul] wlgis ;3,6 U My 500 bl
External «d, ;) gpw 151 5,1360 3k Internet Domain —> Jpc.ir
DNS SRV U6 5,15 5929 (spy Siulo 55, 1 Uu"/ 9y g (! 69/94 el 5 (%’) ;e gl ojsm 45 IpC.ir uJ’s\w Y usvuwb g2 DNS SRV 4yt Jo (Q.Mitﬂ ed eogyl 51, Iper dial, rw’ T

dr sWlew v cunwiLir g (S syl PwDelegation ¢ L,lub Sy U ] cuwl axés Jsas DNS SRV (2 *OJPC ir <Vlow 4 L,szwb Wby ply U ),I,w LJ’/-U’U ©Lp //DNS SRV .ir wb Jpc.ir
DNS Ipc.irjgpmw ¢ cawl sy /’}”9 l,Jpc.ir 1,5914*”({ &9 »/1> Authority

o ciy) & W (& 9hinp Delegation Error ¢ AD W ) > 9 9 )l ji 1, [’U O‘M "Zone LAD (U G Pliad 5 5ir Mgio s als ;5 O b ol o wlgisn o M‘M DNS /9 ¢ dugls AD Domain (lase =
Plgiun /u.im bl (paaly g,b o/l caw) b6 syl wgn 2 ab.ﬂljpc irv Child Domain g,b b ,JI Jbe (Qu.iuﬂ 908 b () ;1 p38ly GUE) () camd S5 Upne gs 9 Mlgiuad 9 4l [°J_9/ 1, Jpc.ir o 8 so89 ir ,om U solghun
sgiund cadl,y gl Ply ALl 4y 9 5,05 qwpw) Ipe.ir @wly 4 Child Domaln,ulo el 9 425 Pl |, Delegation wy

olbas g [WL{N 1 W e Y5 4 Js (eéu/a,éa‘, DDP ,, |, Zone Jpc.ir (b6 cote bl ')l 989 U] o) -

Port:389 Directory Database hierarchical DK P 9998 @l a4 w5 cund b
romess]  DPP ap sp ADP |
' D in A. D9
LDAPS Domain Configuration Schema Application (DC1+DNS),(DC2+DNS),DC3 omain A.com b
DC SRV Data Partition  Information Partition Directory (DC4+DNS),(DC5+DNS),DC6 Domain B.com Forest A.com

Partition Partition

s
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@®

Port:389

[ (Dca+DNs),(DC5+DNS),DC6

Directory Database

ADP DNS Partition

Domain B.com

hierarchical

(DC1+DNS),(DC2+DNS),DC3

Domain A.com :l For

s 5 . . ; T 2 Ny - -
cuwl opiss 0485 DDP,y 8 @ Fooo joxig jl il p (0 E9d98 @] pid 4 sl )y cams bo oglba g uilind |, U el (pdhiin oY) 4 ()9 s o83 DDP /5 1, Zone Jpc.ir Loy «oleMbl 45,15 5989 ol ) =
wF
est A.com

~

LDAP DDP cIp sp ADP | .. o
Port:636 R .. g .7 ..
LDAPS Domain  Configuration  Schema Application lelbl 5 590 o5 DDP A.com , Zone A.com lelbl & o iy il w1, w02 1 -
DC SRV Data Partition  Information Partition Directory 57 s2lghi b slhs Scope Replication ysi sx45 DDP B.com > Zone B.com
Partition Partition
wibls 4 xéU DNS SRV 4 »sdus Replicate,A.com ¢y (st> DC ¢ DDP A.com -
Global ’ ’
Forest A.com Catalog Ll 4 st DNS SRV s »gdus Replicate.B.com ualy (s> DC (v DDP B.com -
<«rust. Acom | Beom | ap | sp GC | s9ius P LD 9y )y st DNS SRVGss 4,14 Replicate el ¢ (54 DC3,DC6 -
Two Wa
Y (2
il wlo pislus o A.COM w6 il B.com (! flan —
5 Read/Write Read Only er ’f,_,- AT S o DNS SRV U”‘W s @#l> DNS SRV, DC4 eyl pe
g A.com GC B.com Y 2wl cagp 9 piwe,Uas 22 UA.cOM cuw,l CusjIDNS SRV, DC1 sDNS SRV, DC4
2 DDP ce SP GC SP cp DDP cadly xnlgh_Msdcs.A.coma ;b A.com cuw,6 Ylgw
O
= Zone A.com Zone B.com ¢ P
Zone Msdcs.A.com Zone Msdcs.A.com Y g opi Jasia o) ,00 DC30 0,987 5 59 6435 DDP A.com,, Msdcs.A.comyT -
4 . e N e 7t
Read Only Read Only seinad ayly J@) yedr Jeie b < DCA,DC5
A.com B.com | s v
DDP cip SP GC SP cip DDP | G g oxds Jaiin S 0,5 DCEG 55T 5 39 8,45 DDP B.com 5 Msdcs.A.comf -
3 . e & S /
Zone A.com Zone B.com spiuad ey S >9i #4 JDCL,DC2
2 d . \ ~
Zone Msdcs.A.com Zone Msdcs.A.com H polgh Ja <000 pp Jlin ]
Read Only Read Only Directory Database hierarchical
A.com B.com ADP ADP ADP
CIP SP SP CIP 1<
DDP DDP DDP ce SP A.com B.com _mcdcs.A.com
Configuration Schema Application
Information Partition Directory
Partition Partition
(DC1,DC2) <—  ,gdus Replicate J, DC+DNS Domain A.com ¢ 9 ssi spds o7 ,, Zone A.com «oleWbl ADP A.com , -
(DC4,DC5) <—  »qius Replicate (J,t DC+DNS Domain B.com ¢ ¢ s spd3 oF ,, Zone B.com teWv/ ADP B.com ,, -
(DC1,DC2,DC4,DC5) <— »sius Replicate,Ww DC+DNS Forest A.com (v g s spd3 (7 ,, Zone _Msdcs.A.com «leMs] DDP _Msdcs.A.com , -
T o : e .
>0 selgh Jis cuu b Zone  gpens i (55101 6l DNS egVy uaaly Ao J1 el iy
A.com Alcom —> Cheked Second Radio button when install (Domain Scope) fﬁd? S )@_5, >si cai DC ol DNS ,fl/c)l,.g; 2l =
/\ HMH > Zone xb g sk pdi DNS <obgiae euivl <iivl) Zone s ;!
f0i0000 _msdcs.A.com —> Cheked First Radio button when install  (Forest Scope) (%U/U'q/ﬂ" ¥ ;g 6y98 'J{{ l 577
DC+DNS @(ly
7/
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O h
DC ué géz),,uf dsn; > g9U 9 puilus DC U b LDAP Server,Kerberos Server,GC Server,... ;I el 7 ;] $yIa 9 siolus SRV Record/Service locator ¥ by m igius cud Zone u({/d.i/) 0/(,4&),95 sl -

Skype record,Exchange Record,Time Server,... ik ,,/5 5989

DNS SRV alid colaghts )5 wl SGlagi] cad Caty cags < ysdun bl LGlagi) 9y (o SRV Record <) wlf SRV Record @b ;1§ SCP AD Gub j1 4 4 ay wlgian Mo 95 o logil sy |, (g pm0 uss g g W el =
7 s . T B o e o
M azglpe Gy 4 dlegi] cnd (sly U o @i 127.0.0.1 9, 21, DNS (w))]

& for s 0. . 4 /.. - & . . 7 . o . 7 .
> <, bug, 1 9 >gina o5léiwl Netlogonumwsm ;1 SRV Record /u ()5 >sie A Record & PTR Record byl ead Eael ygm 9 et 59, 4 Ipconfig /registerdns il il —

o o - - .7 N P .\ . . 7 . e .
sirlyn (Jplsh bis W] sl 9 i paai |, anligly 5,90, plgisn pounl Qlas bisy ki cud 5,9, dblgil < st silgun pame JoOin to DC & (o ggunl kis Secure only b, General ¢4 /5 -

. . oL - I .
#islus Non Secure <, s piwy Join to DC J' (T (Jg s e dualil 5,90, stilginn (slopjgunl <an None Secure and Secure «<Jb,,General ¢ 5 -

. ., P s .
pirlus J&S pé 5,90, Aulyly, W None cub,,General v /> -

. s , v — " . L o o) x . . . .

Mgigs Sync 2 b b Zone s, 90 ply cunl b ol e 40 Replication exel guy siws (5,90 ply 4 342 95 s (g4 el ivly Primary Zone & DC+DNS r4e g5 Lo ,J’l/AD integrated Zone ,» —

Standard Zone « cuwwAD Integrated Zone st/

e BB s v 6/9117{’) > Zone @i spds — @ cwl g ¢slZone Transfer ¢ cuww Replication /6 — €  (Security Only On General Tab) il cyju- @ (Security Tab) ¢l cuyjo— @
Jpc-server.pc.local 9 s9, # Ipc.local euely slpiind )b 4c90a0 & partl (°U & ADP (i U @900 ‘J{; 9 Gl
4 N 4 N
C:\Users\Administrator>ntdsutil partition management:create NC partl,dc=jpc,dc=local jpc-server.jpc.local
ntdsutil: partition management partition management:list
partition management: connections Found 6 Naming Context(s)
server connections: connect to server jpc-server 0 - CN=Configuration,DC=jpc,DC=local
Binding to jpc-server ... 1 - DC=jpc,DC=local
Connected to tmgic-server using credentials of locally logged on user. 2 - CN=Schema,CN=Configuration,DC=jpc,DC=local
server connections: quit 3 - DC=ForestDnsZones,DC=jpc,DC=local
partition management: list 4 - DC=DomainDnsZones,DC=jpc,DC=local
Note: Directory partition names with International/Unicode characters 5 — DC=part1,DC=jpc,DC=local
will only partition management:delete NC partl,dc=jpc,dc=local
display correctly if appropriate fonts and language support are loaded partition management: list
Found 5 Naming Context(s) Found 5 Naming Context(s)
0 - CN=Configuration,DC=jpc,DC=local 0 - CN=Configuration,DC=jpc,DC=local
1 - DC=jpc,DC=local 1 - DC=jpc,DC=local
2 - CN=Schema,CN=Configuration,DC=jpc,DC=local 2 - CN=Schema,CN=Configuration,DC=jpc,DC=local
3 - DC=ForestDnsZones,DC=jpc,DC=local 3 - DC=ForestDnsZones,DC=jpc,DC=local
4 - DC=DomainDnsZones,DC=jpc,DC=local 4 - DC=DomainDnsZones,DC=jpc,DC=local
\_ / \_ /
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@ P Settings DNS  wins DNS Client <ew ,5 DNS coladls

. . TS . . / - /
DNS server addresses, in order of use: _ DNS Server Addresses , in order of use —> yp U] Wlgiws W g 4 Hoib 6yleiwl iy hwgi »b J (1l DNS SRV ¢ g00 —

Add... Edit... Remove \\Filesrv. —> 1p ?
. . Computer Administrative. Network, DNS Client
The following three settings are applied to all connections with TCP/IP \\Filesrv.ir —>Ip? Gpmc.msc Configuration Templates
enabled. For resolution of unqualified names:
(® Append primary and connection specific DNS suffixes \\Filesrv.jpc.ir —> Ip? Primary DNS suffix develoution level=3
T \\Filesrv.club.jpc.ir
[] Append parent suffixes of the primary DNS suffix \/&/V
3 21

(O Append these DNS suffixes (in order):

[ | . . . . . - T
DNS suffix for this connection: | O Register this connection’s address in DNS —>  xlais 2,5 DNS /> (lie)y <90 ¢ |, ciyW @daliU ~
Register this connection's addresses in DNS
[Cusa this connection's DNS suffix in DNS registration

I 7 R . IR
oA 12l U@ @l Upfg i Ipy waly] WG Parent (sstius i) (abdus yb ~
pir polgh )abiss DC (59, 4 (el BT Gupb j) gpdss il 5

\\Filesrv.club.jpc.ir—> Ip ?
Club.jpc.ir —> Append parent suffixes of the primary DNS suffix (2]

\\Fil DNS Wisi ], 1P sl o Parent Suffix PU @ysal $U01 4 joxizs Primary Suffix ;1 lss Pas <90 5 l'QgU/)/’y |, W 26 S -
ilesrv ——>

\\Filesrv.sales.club.jpc.ir—> Ip ?
Sales.Club.jpc.ir  —> Append primary and connection specific DNS suffixes €
W1, 1P sl & Primary Suffix °0 @i U1 U j9xug ﬁeﬂ/)/b I, W' 2 -
<— © Append these DNS Suffixes ( in order)
5905 oxlEiwl o SUFfix caglyl @rsal adn 5 5, 45, Sla g 1@ b 51 oxliiwl 5 iy rsa) SUI (s 4 Glsias -

DNS Suffix For this connection: . o . L
© Use this connection’s DNS suffix in DNS registration rliss &5 (Julsly <, 90 ji Zone Test.com ) |, ey @alil —
Test.com

spius Pl DNS 5 T IP 5 uig.UJ/[‘U ) &5/4’04/) Je<Ipconfig /registerdns ,LA'.AU/Q (.‘}tigw/}g}igg < b, Sspb )l -

N
(w

=
Client DHCP

%
<

. A vs o 5 .
Discover DAL S 9 &,15 /1% Broadcast Domain <l ;5 jomw 9 o cbW & caws] g (j28 Catrn (] gopi 45 =

Client Search for DHCP SRV /.4/91:/0 DHCP Discover gpdgs (! 4 wﬁg |, DHCP SRV/A’«@ s Broadcast ¢ DHCP Client
DHCP SRV (223.1.2.5)

Offer S ] )
DHCP SRV Sending Offer to Client i DHCP Discover DHCP Offer DHCP Request DHCP Ack + Options
X Src:0.0.0.0,68 Src:231.1.2.5,67 Src:0.0.0.0,68 Src:223.1.2.5,67
Request DHCP SRV dest:255.255.255,67 dest:255.255.255,68 dest:255.255.255,67 dest:255.255.255,68
Client Request ip from dhcp SRV yiaddr:0.0.0.0 yiaddr:223.1.2.4 yiaddr:223.1.2.4 yiaddr:223.1.2.4
transaction ID:654 transaction ID:654 transaction ID:654 transaction ID:654
Ack DHCP SRV 1D:223.1.2.5 DHCP SRV 1D:223.1.2.5 DHCP SRV 1D:223.1.2.5
DHCP SRV assigned ip to client and Time lifetime:3600 secs lifetime:3600 secs lifetime:3600 secs 59
send acknowledgement %“
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@ >9dus P Broadcast < & DHCP SRV ;I IP jal ol sivlun 1P 456 iy cnw U slil 5 gl cidey —

- . R . o, . / e s oA s .
Y SIPUT I Wy ygpmw U 55pks el g 1244 DHCP Request sl oy <9l Jr9; 4 s DHCP Offer ¢ caiyW lawd sl <iivly 59895DHCP SRV L ) Gy hids )5 cuwl plow & cawl e @l 1P 31 (51 ddayn B ()5 —
. N o
b s gl )15 W il Gk oyl 5,90 cawl oyl;0ffer

Aig/a SN2y b, 168 UDPc,9 U DHCP Client 9 wluise Listen, 67 UDP <9 (s9, # DHCP SRV (0 5 « sivluws F G IF pl Destination Broadcast MAC (), (sl diwy ;5 —
;ufa ayiwl (> s JH05 fufb ,> DHCP SRV @ g8 w2 ;! sl Transaction ID °0 v L’u:u.i{i;/ QY 5T gJ{//'/ DHCP Client -

,w;ifn Automatic Private IP Addressing (APIPA) 6Ykv! o7 v d)//.b/.:.n 169.254.x.y i, ,> IP ..,q/”a @ y9iJ DHCP SRV @),J/I,g.; @ (3990 W U sz b DHCP Client /f/’_

- - . R N P
> (Pl 1,180 DHCP Discover gins Casl 2 U |, Ipconfig /renew  siwy sl 240 ;1 4 9 rolad Juog 9 @3 1, duiv JiU' G 2 Disable/Enable |, cayW s @ikl J1 -

R . . q o . o .
@hcpmgmt.msc& Dhcp ConflguratloD [eyw (Q_l‘.b.l.; 1, @F Quw g o)/.)/(;,'l,ul al, Server Manager &4 ;1 |, &7 Js, |xul DHCP SRV (5,161 al, (slpy —

»>sius Address Pool or Range (JslScope >9dr lgs ,9m (5! DHCP Offer il & olus Scope s;141 o, Jg, i ;1 sz DHCP SRV s/101 6l 55 P95 P4 =

»9is @Blu SCOPe i UDHCP SRV /5 /1> »29 DHCP Client o7 5 & sVlanse il ¢ -

/ ) /& / / /& . . 1) L3
(%U(JMM//‘“?”V‘{G‘“|PW‘JW/(}1‘”U{H@’/@)WW@M9WU”9/_

o . 7 LT
Scope name: }*ICPaWIFI Lease duration for DHCP clients el Excludessw 65l b casW o euplghsni U (s IP &, (g 9
* Limitedto Network IP Exclude IP Jsl 1 .o _
o 0,5 e (sbag b Yol
Start IP address: | 192.168. 12 . 10 s Hours: Mines.  STATE192.168.12.1 Start:192.168.121 ° 77 ¢ E)’(’dué’ea "f i,
e SR L i — o S End:192.16812.254 © End:192.168.12.9 e o2
d IF address: Ly 2 u=C e e . O ol AT 1
agdress o wA £ | it Subnet delay in @, 0ffer ;> AU 9 PA caps (%wl/ <l DHCP SRV L ;! U“-d;/‘“ -
| 255 755 25F 24  Uniimited mili second=0 sus ol Offer sy 9 0] @ljun <y el ;1

9l didlyy SCOPE (59, ;1 jufé inld U y9ai Active |, @F SCOP€(sy, p cwl, craw u(;U/Q KU 9 cawl spis Jlhas j9in (es 5,5 989 SCOPE (9, p jafé (ils q// Scope cblw ;4 —

4izslia Rogue DHCP SRVuT ¢ Mkl o 4isly @il y509 i ,5Fake < 5as DHCP SRV L ccuwl alon w8 5,15 uial cale gpdpn ] s J& IPV6 G IPVA (55, 1 jaf8 (idd ceulsy DHCP SRV (oligen ghia il )5 -
sl o0 UG 51y 515 seis Authorizest Gyl puspw sl 4 Join to domaing i5tus Ll DHCP SRV AT & kil e b couny Min (el (53908 b 51yt codlurg s =

T 8 15 L) juaw <l 4 PV 5 IPVA (55, 4 Tlo I U] PWI 1 42y edlaise il |, Authorize <y aypa) el caaw LU DHCP SRV PU (55, 4 @sas Authorize sl -

Gial U 5,15 Gupmn 48 jids; DHCP SRV 03905 AULhOTize gaudge (g 591 a2lsh (iia Authorize isial ity 59 54,04 DHCP SRV 8lusplils pé o I A -

s9a) Juad 5 Jo 1, Yl 75, aosw « JIgpl pile oWl sl cidlwp; ;5 Jba yoby y905 Jo 1, Mo 1t il sl 4V )5 Yool (Jisial Wl s (s1p -

DHCP ——> Manage Authorize Servers /«J///w l, @usis Authorize @l DHCP SRV Ju @bl cwl UJ:.A 5 SCCM DP , WDS ,... Jus ;I G/i?) s,9w DHCP SRV ;! pé @ -

il ng/,,,uPrimaw ip address ¢ eu/p,w Offer , DHCP Client « (s Scope ;I DHCP SRV -

Broadcast 4 4 /w(f» Jeae Unicast U/(_,A':u @ 120 Request uf/ ,wtfw Discover,,tg IP lp s cwlgh,, o0 ;5 caws P, DHCP SRV u/;il;{DHcP Client ,ff—

e . e . e "
DHCP SRV ——> DHCP Client  BootP SRV —> BootP Client sl 99 Mg ! /180 wlal @lsss " BOOP SRV U 4 5,15 555 W x DHCP SRV ;I JJ -

s34/ gwow DHCP , BOOTP,Both (54l ¢y Advanced Q}J/d{ ¥, 9 Scope ;I @.29'/.)/ Properties { @lgue (J9 s2u8) QugwBOOtP Client ¢ (2,8 (i <, 9 DHCP SRV - t@ﬁsoﬁ
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R-Click On DHCP SRV N
IPV4/Display Statistics—> (start time,uptime,discovers,offers,request,acks,nacks,total scope,total address,inuse % ,available %)

IPV4/Scope/Reservation—> s o,litwl MAC Address (wlwly (galbuy (sl Dynamic IP 5., cags -
PYT ) ,I,Ufg ui.;w/fq DHCP SRV cww I |P C/U'-,'w/dy/ ~ |pconfig /renew;iAU/gsl,el b g apis <3jsAddress releases DHCP SRVceaws ;I |P C/dgw/dy/ ~lpconfig /release /-’:AU/LS’/—C" b =

- o ol o s e e , , s L
4240 (asais 1,Scope T IP sl coypaigl i > nlaiss Jilly clW a1, 1P wlas et 5u0 culsi,s 5 P las @351 J6 <90 15 25 135 1, s 1P’ 4 DHCP SRV AT = )

o
an

=

Options
s s q o A : . o P 7 e o .
w5y 8 W bl j ], idida sl Option)] egiin y5tn U 5,15 1, @l el 1P s,/ 0]5 ;) & 4 DHCP SRV -~

003 Router,006 DNS servers,015 DNS Domain Name,042 NTP Servers,150 TFTP Servers il iiilus dbgspo /J/y °U 596 > Option -

29 pilga | g ¥l gyl 0,0 <90 )5 = Loy /WT? ‘U"w/C/W/}”-/) G ous &y s> Option gl cwlgd, > DHCP SRV ;! ()"J//" - Servers @
. e . . . . .
s 48 ) JB5 4y aw ul @os 2, [Pae 90 59 ,I,UT, a;w/w/}/'\/) @ apis 245 (slo Option w/lel,A,) Scope ;I (}MJ//.b = Scope Option @ s/ & Option @l & w -
0>-0>0

P - , . . ] s . - . .
sgdun Sl Jlg 6 i) cuwlgh,y 4 s pi hyyai (slo Option ,uUIP , Reservation;! gu » - Reservation Option €@

(w

<

Zl . S o
User Class (wlw! p iy ;1 iy < Options <ogléie <,

S5 1 W alids losdis o 1ilin Lagg >0 o5 g 5,100 > p U sy apis Cagja5 Sgtiwl 1P ST gy @l 5 5,1 °U DHCP Class ID 7 1 «f sirlus Properties sl (ssts DHCP Client <l o, U il -
. T . . L . 2 s T
»>/1> Case Sensitive (st <J6 DHCP Class ID o ), (olaidl elida (sle Option Wi 4 o (say dwy @l Qwlwl g 9 r907 Ay dw) |, Gy @lgus s J fial )b od 4 il opiw gy Alogi|

ipconfig/showclassid Displays all the dhcp class IDs allowed for adapter.
ipconfig/setclassid  Modifies the dhcp class id.

ipconfig/showclassidé Displays all the IPv6 DHCP class IDs allowed for adapter.
ipconfig/setclassidé Modifies the IPv6 DHCP class id.

ip?onfig /setclass.id Eth.ernet test It o e e EtE et ipconfig /showclassid Ethernet
Windows IP Configuration Remove Class Id Ipconfig /all
Successfully set the DHCPv4 class id for adapter Ethernet View class id

ssdua aylewl Reservation U ,gm mhw ,>Policies;) <alibe (sl sy dwy ¢ olids (sl Option dbel sy -

@/

R-Click ' Add
IPV4———=— Define User Classes ——>test (Q{/Luy I/ Define User Classes ,90 ;5 Client Class |Dd)£“ }_,”[', //;;:,/ -
Criteria: User Classes 1)
- i i Slaise Gy |, dbgspn gl Qs —
IPV4/Scope/Policies ﬂ>Po|icy Name% Operator:Equal Mﬁnish . . g . / o
Value: /15 a5 @Uel i DHCP Class ID ;! pé (lo,lzs Qulwl b ~
alue:test o . . I T
Y s cugsl b b ©s1,18 @ul 9 YU b _iilgien |, T cad J (ouivl il 5 p28 (slo A - Y.
Vendor Class (wlw! » W) &*~ v Options «yleis 4] N
soi iy a7 (06 9y U 15 5,50 o] User Class wilas (g spdus axliul Yy ;5 0, 5,50 Ciliho pobu 5> OPtiON (s, 4 cwl, cow Uy Advanced (ids > Vendor Class j/ -
R-Click ' Add : A B 2 28l i ol 8 o g
IPV4====>Define Vendor Classes ——> Linux @ g |, O sl wtVendor Class <@ jl sz Jb -

Q - Y . < . . . P o "
' IHHK €090 (8 (385 ldbiun ulwl p b Bl g5 iyl iz 90T 428l b pa Ol s G U 355 g caps =
IPV4% Define predefined options %

4/ 11y Disable cuzds NetBIOS over TCP (W (55, 4 4l sk; DHCP (e

0x0 = Default
IPV4/server options % Configure options... m>Microsoft options% 001 Microsoft Disable netbios option MOXI = Enable NetBIOS Over TCP/IP 61,}

0
v/ 0x2 = Disable NetBIOS Over TCP/IP Lﬁ%
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@ DHCP Backup & Compact Database With Jetpack R
System32/dhcp/dhcp.mdb sislus Access ¢¢ ;IDHCP,WINS oxy Gu) o /Jg B piol iy J6 by Lz(z/Zone,«ﬁ’ sl d/owy' DNS sles g adolun byy 6 ulg/gyla WDHCP -
; ) P T A s P
DHCP Server Name % Backup o/ o9 W Gy W Ul st g sgiun 9 W Adlegi] <o youy Uy casluly 12 DHCP -
. . . A 7. pd
HKLM\SYSTEM\CurrentControlSet\Services\DHCPServer\Parameters >/ >s s ms, S ;| Alagil W puii Ul —
soius exliul)etpack P 4 s, il ;1 M) (slp 5 cably splsh Compact 4 ;6 sy eus 30MB ;1 4f7j DHCP sty L 4 (00 5
Batch File
@ DHCP Server Name R2Clicks, A task —> stop cd %SYSTEMROOT%\SYSTEM32\DHCP Server Manager G ;| xU Jetpack 6 >lay! g -
i ) NET STOP DHCPSERVER Aoy s pds i Wins Server J
@® cd system32\dhcp —— jetpack dhcp.mdb temp.mdb jetpack Dhep.mdb Tmp.mdb / ; 9,
© DHCP Server Name B9k Al task —> Start NET start DHCPSERVER
L )
0 ' :
Integrity DNS Server + DHCP Server
DC+DNS Zone:test.local —> AD Integrated —> DDNS —> Secure Only sisws Secure Only < 9@ @7 DDNS (% »sdus  AD Integrated DNS ;! cuaw 5 -
5 a v 7. . ~ . . e
s>sius DNS,> Host Record(A+PTR)Giwley,9), @y fuws, cugi »y@ 2 T DHCP SRV ;! DHCP Client %5 -
o ol U1, Wl QidiRelayy cid, wlgh DHCP SRV ¢l « Unicast & gwomw ! 9 e Relay Agent «Broadcast ;4 ;/ DHCP Client u/),g wolgs Yl A >9is 6yl ‘afw ,> DHCP Relay Agent ;! J -
o iae uu 4t s DNS > |, liylsy,sf, @lbysh ailguaiWin NT,I0S,Android - 4 JUG) Pl 4 PLEIDHCP SRV Gub 1 lsus @ 9 4 cud DNS > I, Host Record wlsiss Usius (555 @2 DHCP Client -
w9 DDNS Tab Integrity DNS+DHCP SRV (Per Scope)
General DN5  Fiters Fallover Advanced

You can setup the DHCP server to automatically update authortative DNS
servers with the host (A) and pointer (PTR) records of DHCP clients

.4 . . o e 7z . . 7 & -]/t -d
ﬁbgﬂ QR |, By st o diy J iy Mark <99 ;5 9 5,15 DNS 5 5,8/, e sy U6, DHCP SRVMZ) Mark ¢! ¢wlyp b ~ <——— ¥ Enable DNS dynamic updates according to the settings below:
p P P p p * Dynamically update DNS records only f requested by the DHCP
2 15 P95 b 5 9 s9dun Jifly W UDNS > 5,80, cad 1y s Jgl b )5 9 widis <y9slw 1,DDNS & cowl (g W & byjpp - <—— chients
s wolgh 1ifly DHCP SRV & DNS /> 5,9/, cad Ul ( Aways dynamicaly update DNS records
4 .. . o ) o ~ e 7 we g
>9 <3jaDNS ;1 (T Host Record cuwl < if 7 o ST poldidl o9, U iy W (sly = <——— [¥ Discard A and PTR records when lease is deleted
. / . . . / & & . .o - . / exl /
rl o /U @l W1 4 <)k DHCP/sw Mark 2! @) & 425 (P61 DNS 5 580, cud @liysh il & 2 51y = <——— " Dynamically update DNS records for DHCP clients that do not request
siblgo J&5 2 DHCP SRV b ‘P"-Q-‘*U/(S’/{ DNS > PTR )/96 u}j b - \ updates for example, clients nunning Windows NT 4.0)
™I Disable dynamic updates for DNS PTR records
[ Enable Name Protection Enforcing Name Protection will result in following behavioral
Name Protection provides the following capability: changes;
The DHCP server will register A and PTR records on behaff | | - DHCP server honors request for A and PTR records Mo Brote
of a cliert, howewver fthere is a dfferent chent a&ead}- Ww&tlﬂﬁ for Windows DHCP clients
registered with this name, the DHCP update will fail. . EHEEJSE;'E d:aﬂ;g;ﬂ;'h’ updates A and PTR records for <1 | DHCP name protection is disabled at the server level.
on Y¥in g ients. :
. Configure
Secure Dynamic Updates must be enabled for Name EEE{:TH diacards A and FTH records when lease
Protection to work. 62

\_ ul e, ),917 >:0 pilgiuai DHCP SRV Adb ep s (JF;) (5),917,1741{5/ A{/) 94l Secure only <, DDNS U/("/de_/ OF bpio 9 ygiun Jgl 415;)/;4 vl eag;l/w @ui J&S ué cael Name Protection - @;ﬂ//
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®
(5548 (5547 598 U DNS 5 Black List e 0l 4 g3l goudsn el Gl 5 550k0 (2815 DNS SRV 5 g burgy 5 5,98, b Ul o caig] @ O 5 sl (9 >s851 (isial M I 59iiue J5 Name Protection s -
),wL:s I, Mail,www,... Jts ,9b ¢ U/l.b),yljc‘/tﬁ
\\5 \0\‘.‘ Name Protect|on dhwly g 45 4 l 192.168.1. 1°°u’ (51 ouJ 9 Mol o pw, ouJ @ 49, Offer DHCP SRV1 wJJ .hw;v oY) Dlscover,l Yy reum o -
x —= x spllas e 4 dlgial il g spls M1, 192.168.1.200 o ST U289 Ursal o5l 1 5T S AT b iy ey 8 DNS > Host Record
Client DHCP s Ol ¢- 1, ¢
DHCP SRV DHCP SRV?2 ) #slus DHCP SRV (7 ¢sT Hb @gs plos u_uDNE/; , T N/ame Protection
192.168.1.1-127 192.168.1.128-254 Al byl pis (2] U 9 5985 (S8 s9m 95 42 4 1, T IPVA/advanced/credentials Gz ;! 5 y985 cd AD 5 /)50 K @lgien Jlin ep) Jb slp =
o d e Lere s . o o
DNS dynamic update registration credentials Credertials... | DHCP SRV U Jseual 0 & 5 el 05 cud & cuwl 5,792 70 DHCP 5losspw 13 5,9, < slp
>sius awogi Credential User g,yfu/«{ b4 4 Name Protection ;! )léuwl (JJ//) -
[/>Scom ik Service Monitoring e/s 5 euiulel ,/7/ d{/‘i{ 5 &F LU s DHCP SRV, pllas GYIH AP =
DHCP SRV Reconcile
‘e >~ Config (store In reglstry) tyy U ScopeYin wly Giw W 95 (! I 551 0pids a6 by 5 s9ius SL0] y908 4 & T 4 B pa oleMbl aesamn g ssdun opds LU )5 Scope Jsd,! 55,150 b
3 | b i Wl j b Jb
g —> Data (Store dhcp.mdb) Scope % Reconsile ol o s Gy 47 9> ol or S 4o I
=X
NG IPV4 % Reconsile All Scopes  cw/l epid L (U0 iz H9d op")/f;g Database is Consistent [*&y ,JT—/
| —
) DHCP HA o NS
>/ 5889 Ubs, @iris DHCP HA 6w o5ly sy - #ilasd by ol )5 41, U9 siks ,UStateful et ,, DHCP - E
\y & Split Scopes Js/ (b9, @ %
( ( (JJ 50% ;! Uy ‘P-UJJ Sl au/w X (QWL‘-" Mw &y 9pw ;1 1, @ pdo 6/’/-'(/ Uu‘/ »DHCP SRV @ (5 T ¢, [‘z‘“’-‘-’(’ d?’ Uvs) 1> = U=
N N Jirlysed 91”9“ /-'U) 190 59 7,6 495 ;1 g pu ;I u‘l’ /J’ Ly b (o (ST g
DHCP SRV1 DHCP SRV2 §
Scopel:192.168.1.1-254 Scopel:192.168.1.1-254 Jbt cuwl spis Down, DHCP SRV2 ,spmw @7 ;1 s 9 85985 48U, 1,192.168.1.200 (» 6: DHCP SRV2 ;! A (_/UJJJ g rqu Up,.a -
Exclude(1-127) Exclude(128-254) gwl Nack & Ack s& DHCP SRV, 5w cowl y9898 (7 ST @2l @] Exclude,> © sk a8l 0 DHCP SRVAspm ¢ A W s
/.b)ul)l”_/\,ucdgioabbubmwi))wwbg,wml,wl)
/ . . H s . o Lo /., - . b
cuwl jpain b cuppm Jas s> 9 5900 4l boygpm dar 4 1l SCOPe,0ption,s sud 2 sl 95l PW Kgis Overlap e b & 85 9 a0, AL sl Bygpuw tod (59, 4 1 U cuwl @l g, el bl j1 =
2905 sl pn Wiun sl P14 p2 41 9 5,000 559 (s pmin Jas ) 5l polai] o caigW o ST 4 Bygpw j Pl o O/W L sl -
pirlus ;J;w ~¢ Management 3 Monitoring ggeas ;5 —
1> S My ol Jgl, b sly 25 @l )9 20> |, Advance\Splite Scope Ol o7 53, A R-Click U s [l |, Scope Us! 9w 59, U 6/9‘” sulio W // cal, Gbg) @il i syl w4 Q008R2 Jorks ;-
sl sl gy Ul 00 o9 aan (59, 41 sptds 900 (o ScOPE
Failover Clustering (5> (%5, @
cawl Yo @7 u’ iy (gb cund gk ()9 cuwl Ui{M ,U/@{l 2> /4 Faileover Clustering g,g/djl) |, DHCP SRV (x4 dJ/(_’A'su 1o, [Qév/d)(ilwl 9449 Feature Failover Clustering ;! dlgis —
DHCP Failover Fsw b9, €
3§ 5 soius exlil Yool j (g, e ;1 & 4y 5Us1 DHCP Failover @lsia b6 s 4 2012 joris ;| -
Q
X X Kl ol @ob oy ST 5,90 15 90w 95 i 9 5909 5714] o], @lgise DHCP SRV »4¢ 95> Scope 2 1l 4 Ui, @il 45 -
DHCP SRV1 DHCP SRV2 545 5 1, Load Balance, Hot standby (st s ;I L;v/cgg, ~ DHCP Failover v g yoi dlw (2,9 ;I dg/gg, » b Scope wb 1wl -
Scopel1:192.168.1.1-254 Scopel:192.168.1.1-254 R-Click 63
g DHCP Server Name\IPV4 ———> Configure Failover L@/




I I . 7 e . o - 9 . o 2 .t A
@uiz Sos K 9 59 Sl 6yl Qlls <9y 94 9> 8 (59, 1 L OPLiON L) & conwl M e disgy B (g 5900 PL18) y9 0 g 51y Jisn 0,9 14 1 Option (slu s s9dus b Scope Juli k22 DHCP Failover -

Gliv v w, Tt canlle g,b Byl s @l ;5 cawl o,u.w/sootv L;wJJ Sl ola) 9 (b Jb ! <8 A /1,9,17./ ) (_,uJJJ SO)I,w v o6 VIan Slp d 192.168.1.1-254 [l Lol d.iw ¢4~ Scope g,(/ [QUJ Uﬁ,ﬂ -

~

29l 2 s <95 (o OPLiON lais wb ji sj101 6l jl sy o900 )5 @5 (55140 6l, 1, DHCP Failover oF ;1 s 9 6390 &2 |,Scope &9 ;I
. .. . . ) . . e . .
2943 SYNC y9pm 95 @ 1, <l pudi Scope\Replicate ScopeGib ;! yspmw s (59, p KU R W] b9 ;1 K Scopess, # Spdl A (59 —

Ly U y9p 95 e TCP 647 <,9 10U Hot Standby ;I oyw! (sly ~

Unicast Scope , SuperScope , MulicastScope
Unicast Scope
. . . 7
sislus Unicast Scope cwl s <oy VI G J (ylo Scope -
R.Click Multicast Scope
[ [o
DHCP Server Name\IPV4 ——— New multicast Scope Valid Range (224.0.0.0 - 239.255.255.255) sl >989 u.a'a,,y,tfu ,> Multicast Scope <& ol -

Super Scope
wislus Super Scopeulg/;ub Gl by /0 34 s Super Scope ge ¢ & Scope u({/@{//u{b'{ s9lus o,y Scope s b dg/,‘ISuper Scope -

] g 5 oxds Ghsal Fsn 5y as8 sty pu 3 U T 9 1 5 4 s, D) I Gy ﬁw‘f" 10l ol 2022 1 DC L i) @) <&, 2022 ¢ 2019 I, & DClof relshus (55 L 5 RVl ua —
»sin 3 js JoU~ gy

by &y 9> 2 Jb Kl epis APIPA 9 spwpi o ST T 4 d U;L;WJJ sy (e;/lw.u 172.16.X.X dxw U ,w) Scopew W, Down Time @y ,d,,u Scope o Scope ¢! Had cags s9due 7/5Scope 59, 4 (},m t,b ,,,J
Super SCOpe 55"9 P (QM»LM LJ(J Super SCOpe ’/ (Jg’ EJ/ (_’/M // UM/ ,U/w(/ (5/ ['09) EJ/ // a2 U [QA.UU.AEXC'Ude’ dg’ el/ Glb (_’J (5'/ w2 (}MAMI pr3y ew(J el/ 9 M 4/ ,U’y.l /9/.44/ U [QA.b,u.A /1/9 Super Scope L/U /)
irlgn ,J,/,g Scope u({ Y u(gy) Scope u(_{/// Migration /8 u({

DHCP SRV1
S Scopel:192.168.1.1-254 —> Scope2:172.16.1.1-172.16.3.254 & O cuwl e all el 5 b5 popo o ST leJ ‘USCOpeZ/’ ! °>/9’/> Exclude <94 Scopel ., L, &, S s -
L Exclude(1-254) Super Scope ! U Pl ;I G culy )9 mw ol 6' Y, WScope2 ;1 »w 2l QU el ©&/> s9m 45 Scopel
X [ewtm ub I,Scopel tylp) 9 Kgiv ub loScope ygiuai Cuel (Jg [ewtm ub 1,
Superscope : superscope
s9iue i Multihomed o7 ¢ bl @iy s <, 0" ;1 Gty o (5758300
NG —elids s> Netid U 2,)> Broadcast Domain utg/y i uu/(,w YY) <3 Multinet #iUNetid 1z oF Jil, o/gBroadcast Domain -
@ Export, import and migrate a DHCP server Confilict Detection Attempts A
Migration R-Click
DHCP Server Name\IPV4 ————> Advanced\Confilict Detection Attempts
S DREPEIRET G import o R gl OHP SRV ) 67 31 astisul o 1l ozl 67 51 5,65 (o 59 yinhs (B 6 syl g 5T Sty & Sl s o ¢ (85 i L -
o Win2019 o Win2022 ° Ay o
X X >sius Pl ARP Uy bwgr 5,14 Confilict & 7 T Ay b lids 5 (o 5T A lig] =
o™ [netsh dhcp server export C:\dhcp.txt all Bad Address Iy STOT 9w 9 ,w/u; Wl 9w 4 1, ';m ),I) t,afu;u/ai” 1> >9 Bgin cuwd jl Qw9 )/.u(;//gl.w S gT,JTW.U/_
netsh dhcp server import c:\dhcp.txt all iy /JI Jdb cwl b8 W/um 2 psnd r’au/ < 41.1.2/0 1Y), I,u./ Slp W Goysh 9pm 9w a0 W e v 6/«0) o ST 5 9 Kliss g5
WP b 4oy 15 i Ll s 1, o ST uu Uul Sl d«f 90 12 Y ol ] Ry JpPU ,/I,/ Y 1, Conﬂllct Detectlon Attempts
bower Shell [ Export-DhcpServer 59 €SI 13 o O igise an 517 ol s Offer s e sy o 4l Ly ol 5 ALABUD 2ln (S
Import-DhcpServer

7 Q 7 P
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RAID 1

mirroring

=

Disk 0

Dlock
Dok,

=

Disk 1

RAID 5

striping with parity across drives

Data are stored twice by writing them to both the data drive

(or set of data drives) and a mirror drive (or set of drives). If a
drive fails, the controller uses either the data drive or the
mirror drive for data recovery and continuous operation. You

need at least 2 drives for a RAID 1 array.

Advantages of RAID 1

dgiin apds 01l,> 95 2 s> Cay U cuy by byl -
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Ay 95 2 ;1 Qlajos by (5,191 P Wb )5 J cwl o p0 ca8lwgola (Jg 5,160 Performance givlisl > b -
>8 [uplsh lga oleMbl @ ulsh 45 Performance il gl U curds @l 5 « ssins epilsh coledbl

. s - L. oo i PP )
G U bl A dugy 95 Lo d izn uu cawl Vo OF 4o (Jg 505 r99 el )y gy L (13 Jot boduss =

ite- i .. .. 0 .
RAID1 offers excellent rc?ad spe(_ed and a write s_peed_that is Temporary Data ool 2989 S5 apab cad b Moy M o513l 4 (9 r9dus
comparable to that of a single drive .In case a drive fails, data
do not have to be rebuild, they just have to be copied to the Data—-| Data ol b Jole R (5l apds 51y bisas 0”9/ ol -
replacement drive. RAID 1 is a very simple technology. v 0S s oyl b cub b ulw-o sre Pl

Disadvantages of RAID 1

The main disadvantage is that the effective storage capacity is only half of the total drive capacity because all data get written twice .Software RAID 1 solutions do not always
allow a hot swap of a failed drive. That means the failed drive can only be replaced after powering down the computer it is attached to. For servers that are used
simultaneously by many people, this may not be acceptable. Such systems typically use hardware controllers that do support hot swapping.

RAID 5 is the most common secure RAID level. It requires at least 3 drives but can work with up to 16. Data blocks are striped across the drives and on
one drive a parity checksum of all the block data is written. The parity data are not written to a fixed drive, they are spread across all drives, as the

Dlock 32,

I I software, a hardware controller is recommended. Often extra cache memory is used on these controllers to improve the write performance.

Advantages of RAID 5
Read data transactions are very fast while write data transactions are somewhat slower( due to the parity that has to be calculated .)If a drive fails, you
still have access to all data, even while the failed drive is being replaced and the storage controller rebuilds the data on the new drive.
Disadvantages of RAID 5
Drive failures have an effect on throughput ,although this is still acceptable .This is complex technology. If one of the disks in an array using 4TB disks fails
and is replaced, restoring the data (the rebuild time) may take a day or longer, depending on the load on the array and the speed of the controller. If

another disk goes bad during that time, data are lost forever.

drawing below shows. Using the parity data, the computer can recalculate the data of one of the other data blocks, should those data no longer be
available. That means a RAID 5 array can withstand a single drive failure without losing data or access to data. Although RAID 5 can be achieved in
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@ RAI 6 RAID 6 is like RAID 5, but the parity data are written to two drives. That means it requires at least 4 drives and can withstand 2 drives dying R
simultaneously. The chances that two drives break down at exactly the same moment are of course very small. However, if a drive in a RAID 5 systems
dies and is replaced by a new drive, it takes hours or even more than a day to rebuild the swapped drive. If another drive dies during that time, you still

i lose all of your data. With RAID 6, the RAID array will even survive that second failure.
s ; Y 1 Pt M Advantages of RAID 6
LRSI el et | | SAD et Like with RAID ,5 read data transactions are very fast .If two drives fail, you still have access to all data, even while the failed drives are being replaced.
w So RAID 6 is more secure than RAID 5.

w w Disadvantages of RAID 6

parity p4 blockM b[()ck"b w Write data transactions are slower than RAID 5 due to the additional parity data that have to be calculated. In one report | read the write performance
drive drive 2 diive 3 was 20% lower.
Drive failures have an effect on throughput ,although this is still acceptable .This is complex technology. Rebuilding an array in which one drive failed can

RA D 1+0 take a long time.

It is possible to combine the advantages (and disadvantages) of RAID 0 and RAID 1 in one single system. This is a nested or hybrid RAID configuration. It
|—|_| provides security by mirroring all data on secondary drives while using striping across each set of drives to speed up data transfers.

W Advantages of RAID 10

.mp If something goes wrong with one of the disks in a RAID 10 configuration, the rebuild time is very fast since all that is needed is copying all the data from

W.' . ' W.' . ’ the surviving mirror to a new drive. This can take as little as 30 minutes for drives of 1 TB.
W

W block 8 NEYT.® Disadvantages of RAID 10

Half of the storage capacity goes to mirroring, so compared to large RAID 5 or RAID 6 arrays, this is an expensive way to have redundancy.
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RAID 10 RAID 10 RAID 01 RAID 01

Group 1 Group 2 Group 3 Group 1 Group 2
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RAID 10 - Blocks MirrBred. (‘and Blocks Striped) RAID 01 - Blocks Striped. ( and Blocks Mirrored)
. RAID 01 is also called as RAID 0+1

RND 10is also calllled .as e .1+0 . It is also called as “mirror of stripes”

ik als? caIIet:l a's stripe of n:llrrors . . X X It requires minimum of 3 disks. But in most cases this will be implemented as minimum of 4 disks.
It requires minimum of 4 disks To understand this better, group the disks in pair of two (for To understand this better, create two groups. For example, if you have total of 6 disks, create two
mirror). For example, if you have a total of 6 disks in RAID 10, there will be three groups—Group 1, groups with 3 disks each as shown below. In the above example, Group 1 has 3 disks and Group 2
L & S .as shown "_1 the above diagram. Within the group,.the da.ta is mirrored. In the has 3 disks. Within the group, the data is striped. i.e In the Group 1 which contains three disks,
above example, Disk 1 and Disk 2 belongs to Group 1. The data on Disk 1 will be exactly same as the 1st block will be written to 1st disk, 2nd block to 2nd disk, and the 3rd block to 3rd disk. So,
the data on Disk 2. So, block A written on Disk 1 will be mirroed on Disk 2. Block B written on Disk block A is written to Disk 1, block B to Disk 2, block C to Disk 3. Across the group, the data is
3 will be mirrored on Disk 4. Across the group, the data is striped. i.e Block A is written to Group mirrored. i.e The Group 1 and Group 2 will look exactly the same. i.e Disk 1 is mirrored to Disk 4,
1, Block B is written to Group 2, Block C is written to Group 3. This is why it is called “stripe of Disk 2 to Disk 5, Disk 3 to Disk 6. This is why it is called “mirror of stripes”. i.e the disks within the
mirrors”. i.e the disks within the group are mirrored. But, the groups themselves are striped. groups are striped. But, the groups are mirrored.
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LUN1 —> 278 ok | yop il 9 exal )5 sl cosps Vo jg g 05l f/Failover swpdd ¥ om ¢ Heartbeat (i com sy J11 o —
SAN St SRV1 —> Passive  Faijlover( Active/Passive) ol opy @uuii Instance s, ¢ U s w/)/[ewlpﬂ Actwe/Passwe s ¥ e 01'9/ “LUN»> 2 sslwl 6’/ i =
orage SRV2Z —> Owner  With FT & Without Load Balance GG ¥ ajlods U 5sn 5 5 cawl g 5,05 9 9T ygpn 1o s U 5s00 559
LUN2 —> 2TB
P2 7 . . s 7 oA v 7 P w7 . . . . 7o
wp pus (kG 5 Failover U il wo,y O j1 iad y9pm s 4 1o gl I cawl gpe <l ol J5 5 ool T uillls 45 s5pm0 95 s Fail coy90,5 0 51y 13 a5 Stand by oo 1, o s9p L @lsiss Yo plb 5 -
Site A Site B
Heartbeat Nodel:SRV1 G cawl apio 7,6 )Iun ;I L jgp0 of s oﬁ-w wls eyl ), cuwl o»b eG5> Heartbeat (addu 2 Slp ¥ 9w rw om -
Cluster—> Node2:SRV2 #isbus Cluster Confige sy @F <y ;I LJ/ /u/;ubm 4 Witness @ v g souus cauw,y A culw ,5LUN3 d/ o cwl o éhﬂ WANnJuJ
WAN P P
§ < g \\{7 LUN2 &1 SRA>2T|3 @ ;1 Active Node fwW b 5 J yeius cuw,y cde (yl v g /wylfo A quorum ot s oF vWitness xlis °0 ;) pué & LUN3 -
Qo 0
s .a . .t/
X LUN3————>1TB
Active Node Passive Node

>0 s 9l 38 ¥ yop 5 wilags J&S | s9p0 il ply 542 | s gl 15 9 4ibls LUN3 5 Shared Storage Eoade d)/(e._{/l) JESLUN 55 el OF 5 4idy S5 Site A s> LUN3 5 4ol o &I WAN Gy S -

. / & & . . . . e / / & & H
sis a2lgh sl ¥ g0 byl x4 9 cadoly inlsh |, ¥ ol g8 9 46l ,) 5 J0AG G LUNB 9 ¥ jgp0 4isly epis Fail | gp0 T —
e IS a - , o .. Sl .. 7 - ) ’
sguuss a8 U jgbin i @ul cudpb U LUN L Yooz QW 8 @lod b el @ygal (alin (P95 9 piwdl) Lu&iU (55w opds (A 5,15 489 9, Quorum Cluster @/g; LUN3 el ply ~
Cluster IP Address : VIP . . _ -
Cluster Computer Account ( in The Active Directory ) : CAP NLB & Failover Cluster cdw ,wl @lgue QTG & 5,15 ;o9Feature 9> /949, =
NLB (Network Load Balancing) Cluster (L4), Stateless, 1IS , Web Server ; Host Support ---> 32 ;No Application Aware;no Share Storage
Failover Cluster (L7), Stateful , Hyper-V Server , File Server , SQL Server , Exchange Server , ... ; Node Support ---> 64; Application Aware ; Shared Storage needed Y
@ VM2019 SRV File SRV Implementation h
File SRV _ o P .
siden oyl O ;1 piduliy] il (0 (59 KO I cogliin ik oxliiwl OF j1 @l U d s 9pm G« plpb )5 Yol -
; For Users a 7 N Q e a s . q e .
A5 A s9iin I 51 0,95 €90 5 oxs Map @91 (90 onl b &, U (slpLog On @ign & ydus «iblw Modify & R&W (wjiw) U ¢y, U ws (sl Public U « s, 05 - @
0 & —>ForA . . 7 B Jho - A Hhe . . O “ s ” 8. o "y \ .
X Share PP 00 4 08 L el paly 5o U5 A (il st 58 51u ol eplas o iyl g, el Mk s )//ﬁ-ié‘ JB wly o bl ;5 9 opis Chlw Jlajlw plg o PG L s, M5%5 - @
Folder JHS Spas Gl j U s cumd glbn i b @l - cadily wlgh galy las Wg8 4w piwy i U pe g seius Chlw O Jily (Jlajlw sl Wg8 (SWI g opis Gblw @lojlw
o g Q0.9 . o o .o q . . s ) Zn o 0
) ) ) s9iuand opry P ylK g iy @I & @l U4 ylo, M8 OF @r9ai J& 9Enable access-based enumeration(ABE) il U ool wliy »sdue g, @lp,U bwgi (s50; sl
Public Organization  Private >9idus gaibgs ¢yl Julis Home Folder Gt ‘U/ﬂ:,(y Private < s Shared Folder célw (s dsp — @
- . /,.:. . ~ . 7 YR o e ./ . g - 4 o o . /...-. - ol .
Workgroup h AR, Gl JTpida b W O JBly 9 50 5l Jljlw s, Neé foy W, Workgroup U ¢ @m ,Neé LV dsp Gy, Gb @lgine K,y Jpins ;U ' (Jljlw slo sly sl -

- P P .
oo 8yl y M @b w QUG @ualy v @yl p U Ay kg UGPO 28 ;! Klgivs s aw () —

w[wy/,bbs » [D/.UU.A UJ’ /JJ SynC l/ L_)/,uﬂ/ 4} [Qu.l.ub (’A/.UU.A /.w/b.l dlﬂ {'w )QU/ dg/ )9 MW d/@ LJ.UZJU bl l/ /J/) )9 W d/l? L./(I (JJJ) (02 U ,u.u(uw SPOF/y/.w dJ@ 4 (Mu/ )//) >89 éb.u UJ’ »HY (,Lb.wa -
ol 0 b 95 o s lgiun 9 554kn 1,3, Distributed File System (DFS) Replication &

s et b s xaw d,u Ub.olu/) Sl w @lgiw NTFS Perm|5|on ¢ Shared Perm|5|on w H U ,,I) 2989 Dynamlc Access Control (DAC) @gms 6,41) b r’,uws R ZO»
(\1
oy JGDI g,y Ginls 4 ,,w iy plgi g wlshs 1, Ji6 ub wlgy p,U b 9k )),Jw s w eyly DLP T4 J’AD RMS (Right Management Services) & »/Jw s Rule )94 </df(/7
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@ Administrative Share
w2 | Shared Folders (Local) Share h/.lar'ne Folder Path net view \\computername /all
Shares .
R g o 2| ADMINS C:AWindows Admin$ — Remote admin (this is the %SystemRoot% directory)
<fsmgmt.msc 2N Shared Foldaer) B ESS":’“_’; 54 CS CA IPC$ — Remote IPC (used in named pipes)
x| Open Files 534 DS D C$ — Default Drive Share
Y . : . P 7
= IPCS >n i Wl 0 ezl Block level access Gusb ;1 s wb g 5/140 ss89 Niypis lalFile level access ¢ —

< Disable/Enable Administrative Share from registry )

In order to Enable Windows10 from publishing administrative shares In Win10

In order to Disable Windows10 from publishing administrative shares In Win10
reg add HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\ reg add HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\
parameters /f /v AutoShareWks /t REG_DWORD /d 0 parameters /f /v AutoShareWks /t REG_DWORD /d 1

AutoShareWks (for desktop versions of Windows) or AutoShareServer (for Windows Server)

fter a reboot, administrative shares will not be created. In this case, the tools for remote computer manage, including psexec, will stop working.

(Disable/EnabIe Administrative Share from registry via LocaIAccountTokenFiIterPoIicy>

reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v "LocalAccountTokenFilterPolicy" /t REG_DWORD /d 1 /f

( Disable/Enable Administrative Share from GPO (drive letter only without Admin$) >

Action:Delete

Comouter Network New Delete all regular share
Confiauration Preferences —> Share Network Share delete all hidden non-administrative shares
g Vdelete All administrative drive-letter share

Gpmc.msc
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@ Sharing Method

A . g . o BE8  8 1.2 menlh DO AN . Al g e

NTFS Permission,> Advanced <4 Gusb ;| Glsian « 4,5 <3js UGl 41 opis L) lagiians g6 § 58 O ACL 4 & ylo s B35 5 43105 oy 5o Ul B apswo, o)) &g oy VU ;1 4yl ;58 NTFS Permiission > -
o ee o - o o & .. - 2 " . . e e . Y o " 2 A A o 0

Repus g8 J pal, ssna i (JT sl Jba y5 pis [u2lod lgs opiv o300 L)) 4 (Sjgan B8 g Rubis 4 opis oy Syl 4 (Lo Y 4.4{,.//57) b eyl )y o 30 GSgn |, (sp & IDisable inheritance ;I syiwl o

Public Folder Share for All Users

Disable inheritance <— ( Public\

SURLEE [, AARES Content of Folder
Full Control System NTFS permission (security tab) Type:Allow
V/ Change Local administrator [A s to <This fold | Type:Allow
Read pplies to :This folder only . . )
v V Full Control ./ Read . Add Domain Usersor  /Read & Execute  / Read Applies to :Sub Folder and files only .
v/ Modi i —> Security tab/advanced e v/ Read & Execute  / Read ./ modify
odify v/ Write Select a Principal users Group ;
P V List Folder contents ' write J/ List Fold tents / Write
v/ Read & Execute  Special Permissions ist Folder contents
V/ List Folder contents @71
~ ,




\
@ Organization Folder Share for Organization Units
Disable inheritance <—

Shared permission NTFS permission (security tab)
Full Control System
/ Change Local administrator Folder
v Read v Full Control / Read Add Domain Users or [ Type:Allow
v Modify v/ Write > Security tab/advanced Select a Principal users Group [Applies to :This folder only
V/ Read & Execute  Special Permissions v/ Read & Execute  / Read
V/ List Folder contents V List Folder contents

Disable inheritance <— ( Organization \IT

Folder Content of Folder
Add Type:Allow Type:Allow
Security tab/advanced = IT Group . . . .
Select a Principal Applies to :This folder only Applies to :Sub Folder and files only
/ Read & Execute  / Read / Read & Execute  / Read ./ modify
V List Folder contents / Write V List Folder contents / Write

w

Private folder for Users

Disable inheritance <— ( HomeFolders\

Shared permission NTFS permission (security tab)
Full Control System
/ Change Local administrator Folder Content of Folder
v Read v .
Full Control / Read s b/ad . Add Domain Users or [ Type:Allow Type:Allow
. q ecurity tab/advance —
v Modify v/ Write / Select a Principal users Group Applies to :This folder only Applies to :Sub Folder and files only
v/ Read & Execute  Special Permissions v/ Read & Execute  / Read v/ Read & Execute  / Read / modify
V/ List Folder contents V List Folder contents v/ Write V List Folder contents v/ Write
Domain Users or Properties from AD profile tab v/ Home folder
users Group  Users & Computers rofiletab | /connect: H: \\file SRV\Home Folders\%username% —>  Automatically Create users folder on the HomeFolders
Action:Update or Create Action:Update or Create Action:Update or Create
v Reconnect v Reconnect v Reconnect
User Drive J/ Location: File SRV\Public / Location: File SRV\Origanization || / Location: File SRV\HomeFolders\%username%
Gpmc.msc = Preferences Y 8
Configuration — Maps J/ Label as: Temperory / Label as: Organization J/ Label as: Private 72
J/ Use: T J/ Use: (o) J/ Use: H o)
- 7
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Enable ABE

C:\Public
File & Storage

Servermanager — j
services

—>Shares| C:\organization | —> Setting —> v/Enable Access-Based Enumeration

C:\HomeFolders

Disk Quota

Quota
/N

b b . b b
Server Side OS <—’A Folder Quota Disk Quota% NTFS FS/\(
L. . ) : . . s P .. vy s 5
rld GV 1, 56b cunsl © U 0008 shl cawlio sbdd cund cags cuwl jomo Mae p,U 55 hin y9008 (5jlw apdy puin ;| ayliwl Coiw (98 Quota &/ 124 U -

q 4 . % 2 . .
(_’A':ZA 1oy )W a)&lwl du'_'/piyu 6’/{ 4JSoft Quota el (Jg/ > Sl d)(.ﬂ.iw/ d{@ b 9> ,)Quota -

c:\

Quota v Deny disk space to users exceeding quata limit —>Hard Quota ),{I;A A3 axwl 5,90 (55w apds (sUAS 5 Cuyginn sohin 4 4)/,,1) [PUHard Quota [°y, cJb -

sopgn P11, 555 awlan W58 4 Jo6 OWner Ol e awlas (lul  Quota

(Ju/I/J ! du/ GI/Jy))/.lw o7 l(}i@gﬂh}y)w&ﬂpﬂ uwﬂy/.w/ by) (JJ/UW/I/&//I 4,(4/'4.«1/)94.// uo%uu //G/(AI (Ju/l/J (J/’uw Quota v LM)GW W)ymy/&dlehw/w&l by) (J)l)L,uu.u/ 0 =
2900 sl j5 T 4 |, 8 capygmms uan 9 45 fProperties , Quata Entries i )1 U 4ot 51wy s Guo byl pis cxams wis casmds Slag) 1 S @l U exlil 5,50 SU5 5,0 5

o, a0 .9 -t e . o 7o, " .. Ty . T : “ . ‘) - .
\_ ol Lol |, O rolgise cuibll i ys89 spU P19 @/l carsgms Qon (8 9 @upy pid 1, Ol U OF )l 0yl (sLdS cuppgms o it S0 il @lp,U ;1 (Ap sy Quata Entries b ;1 eolsie Quota Jlas! j1 sy —

A v . Aoa o i ges . 7
Properties [\/ Enable quata management —> Soft Quota opiin j148 0yl 5,00 (5, T Sl (SIp 5 sgiuad (5;w apds (sLad 4 qwpiny Capy9pm0 [P p8 B8 U

/

@ File Or Folder Auditing
/ & . - & |/ L4 jc & - & / & . / 3 , b & .4 (
2/ 89 U el 95 RIS augl Ui I O bl 9 pds s & @ads T Jls ysby ol epis Pl sp,U 4 buwgi Jos g W59 4 LB (59, p 9 (phbin Lyl 51y ~

. , oo e . s A e, s P P : L . )
o/ 2889 KB b W58 PIN 59, 1 crsmlus ] I ol hhdin yb 9 spiuns cud o 51js, Gslyl joxizg o5 Gy gty J ol rgn Gl ) J ()9 Windows log/Security (ivlay 5 Event viewer (g,b ;1 -

Computer Windows.  Security Local Audit . . [\/ Success P ; - ; . . TP b gl
Gpmc.msc Audit Object A Audit s flgp U W92« LB 4 U ) i 2lgin GPO GLrb ! (1
o Configuration Setting Setting © Policies” Policies el SRR / Failure 2% cHnlud R LR B 4 s s Gt
Gpmec.msc _Computer . Windows, Security, _ Advance Audit Object Access cuus (55l (5>l b )5 (g spius oslinl udly ol j1 sl 8 1, guplus 1255 o Juaka eolhy gl (sl -

Configuration Setting Setting © Policy Configuration
. 20 : “r . 9 9 . e . o
Ml pB5 0 Hardening oy alyl pla sods (W) coud (50 Bygpw tad S99 @siden Jlagl )90 LB S9, 4 1)l by ) =

[ o L/LU |, Delete Jba b |, couwl pii po J (,wln Perm|55|on @7 Selecta PrlnC|paI 9 Propertles/Securlty/Advanced/Aud|t|ng @//b 1K) o;w sl (ol Job U Js66 OF WGPO laihii ;| 12 - @
Event 4660-4663 »siue (i o5l PW & Aas su3 518, 15 5 03,0 tatl o udlis 44 (5,058 U 6 4@ 4 5540 paides 516, 5 (%’ st |, dos po S [Jlsis Event viewer G ;1 Jb

D)
9l o U;},/,U/Event w2 S U yeius o5l Manage Engine File Audit Plus Jés @lgw 3™ Party ,1:1 °p L,Lg/;l lagas 9 ygiun oyleuwl ,.:AJ/,ui, O U/dyl Ubs, — (%ﬂy
7

<

%
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Limit User For Copy Specific File Type
4 N . . 7. 4 T3 & Q - O % 2 A wd|e s 2 . Q 7 . &
Ky Quir ) QUal o pguy 4 b o6 U (Gizn uu o PG cupgms Jlpl s LB b (Joo b gug Yo jgpmw 6 epis ailif Sjab) 4 56,058 15 06 s 6 0> o sl [eelohs wli ~

A . e 0 s er e . ) s e . . 7 .
<, File Server Js, s Jlpisl 4 1, W99 cadgl 89 iyl Gl o ygis 9Ld] S g ygp 4 y9 pw L6 Ul 358 (slizes U Redss cudi Jlii g 494w 45 1, File server resource manager Js, Lrul -
g e 4 . 9 ([Popo
>9i i FSRM Uspls U s ;W hid Kl plo pis p2lgd i Alogi|

Run .
GSRM-mSC —> File server resource manager)

e S File Group ——> 9 B O 4 lgine 9 cwl Qabin 405 G < 9 o pigu Elgil
Fsrm.msc o OCrCEMNB | cye sereen Template— 5900 GUd) T ¢ @lsius 5 5,15 >s89 V25 Glwy <, 9, Template ¢lgs!
Management . L e art a ; P . T . a0 ;
File Screen —> W, e Gl T bl 4 Pe9 )y @i o QUL (gle 6 g9 aa U ik (dis Lo Template ;9 6,0 G, 5 5,90 ;059 143
d
>/1> >89 Custom Properties «Jbé ,,Hard Screen s Soft Screen @l Quota siiles iJ File Screen ¢!yx—
G otzin] e . 4 7. 5 ) al e Coo 2
(eibea o5l g5 ud Gl Rupsls @l U 11, G @op 1) 6)8) (Jo AT (o (1l Jeb Al @lp,U repldhs dd 90 5 =
: i icti New Path Rule.. 0 e o .
Gpmc.msc CoTnpute.r Wlnd.ows Secu_rlty Eaitadie .R(.estrlctlon Additional Rules(Properties)———————> Security level=Disallowed 9 ¢3¢/ Gl |, i ;,90 W99 —
\_ Configuration Setting Setting Policies D,
@ Folder Quota N
. e P P S . S P R . e e e e P
Klgia 2GB Al D:dugy Joly i o @) 05 adiis Disk Quota b J1 Wd Jba by sois (pahdun Jlain A j) piy T @18 el ghuat pilos apds byy OF )5 i ag gl J1 8,6 5 515 so89 8 i Rid o5 —
. O s 7 e 9 a - o 4 g . NAT
>34 500MB /! Uiy w1, U p2 1y G b5 J12 D: dwsy J3l, U Home Folder Jbl) ruplshn (s AU 6pdy cole bl
4l s FSRM yopw (L6 59, 24 Folder Quota ;! eyliw! sly -
Create Quota on path ——> ,5éi 500MB ;! (i i 6/l W8 (i
File Screening Quotas — > Quota path(Properties) _
Fsrm.msc Management Quota Management Quota Management V/Auto apply Template on existing and new subfolders ——> ,iilgiwe 4,15 1,8 W (ol ddy, ,5 J (_,glb/,/.)g? L,jv
Ko 500MB 2l (°l 42
. & / s / / .. .. /. 0
N slsh 5,1 500MB 1w U s,/5° Home Folder,> 44 p/U b sly 2 1y P9y wp) jl eylewl b =)
i Shadow Copy
ssdus axlatl 51 apis S O il @905 lol cagp il el ;1 ~
g o . L. . 4 4 .
>ly JWwl ugy @F 4 1, Shadow Copies s ysa) ¢9Ud] j9pw LG 4 usy i (5,60 b @uirle ) cawl gy -
Volume: C:\
R-Click . . . Storage Area for this volume: C:\
. <———-—5—> All tasks/Conf Shadow C
Fsmg.msc Shared Folder asks/Configure Shadow Copies —>Settings Max Sire: X MB
Or
c:\ R-Click S Shadow Copies Schedule: everyday 7:00 And 14:00

Shared Folder
. i _ ~ .
\\File SRV\ Folder share —>Propert|es Previous Verision\Open sl (Jas Jib eun (L6 bl cups —

74
. e n 4 PR .. s, . o8 L
Whoppl, epis T4 L6 Klgiun ji g U 58b iy o]y <9005 = @;’7
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Dynamic Access Control(DAC)

> »9iuws 5U s Effective Permission o6 « o ;) 4.)/;{)/)/4)(.&1:”/ Shared Permission+NTFS PermissiorLuf,wl I o d,w/dl,, s L./uuu/,) ;{),)/4.5&5/ Jorug v v Win2012 ;) el @l -
RIDOK P pwy o &¥> Jad o NTFS Permission [l ayliwl b o eilso (25580 YU Coaw I,Shared Permission Ygu! cuy!

S A . pe . . A - . . 7 .
sidin URUle apel spw b wlwlyy 5 5sie Merge cad i (AS Gls, 9> G 451 U DAC wfwry ghaw J il slp (psw /ja) =

a_a. o . .. e A s . .. P
If user belong to —> Mali Then cwl opls <255 (Jb Properties\organization\Department ¢s,s0uly sl /5 J cundyl sbin cams (Jlo p,U [RIshs (g —

—— > Access is Modify

If File belongto —> Mali ol Ly (Alika sl caio JB slp il Js 5,100 Attribute L6 0048 Gly <9 -

. P e . - 4 . 3 o3 & - Q 4 . - & . . - o
s plb oge (halily <y98y (qwpiwy b s9i (098 pyG (FF9 9 rgins R (g piwy phw spi T (sl b 9y 9 User,Computer,File & Attribute s (wiw! 4 DAC /ply -

) 4 7. - B .. . .
R, pirkun p1; M 4 g py b cags U Givg, U pes 9 >ginn 058wl <, 4 DAC I -
User — > Ex. Mali
Group Then A A o o - . . , v
———> >sdus <2y Shared Permission+NTFS Permission (/wy phw (Jlo j W58 ¢ cund (Jlo s @

. M Gw)
File T Ex. Mali P
Folder s> Jbel Dsac (AD Administrative Center) 4 ;I DAC -

~

@/

“ o . ~ raard a2 o . 9 . ~o. 4 & o) o - . 7
sizsle Data Leakage o)y cuid G/ el 4 wlod Jsntd |, &F U 48 (5508 Gids by G aglad gy |, 6 OF Wlgian aisly Gily 05 15 o iy A6 & 50,0 AT =
s 2 R o o
[iuweDLP (Data Leakage Prevention) sis;W 9 cud J 4 & Shared Permission+NTFS Permission+DAC (3.4 ;/Data Leakage -
e A . ~ P ~£ oo Z .. . . P ) .
90 Jb po 0 JEGI 1, 6 OF )05 (wpwy O olgtn v d sp, U (39 J cwl Jo @) v Jbo 90 U (o9, 9 #29le (DRM) Digital Right Management o7 « sy 180 Jbuasy < 9 DLP (9 —
ag . . . e q q . I . 4 " ., o . s . 7 . q . @ . e P2 g
290 Ml 6 lbgine 4 (g jiwy ol ylod Jlw,l 5,10 Qi I s poy Gabis sl P (I 5/0 b o 41, G I ] Quing Girygh iyl § ao p0 ey j1, Kb O 4 upry QU 4> Jas ool sl
spé 9 o w1 sl o, iy WSl 5,05 5989 Physically Right Management Jude U o), <l cowl opid ,5i0le jb p, U @ 5 plhoe aly) rond
ilin o358 ) > bwgio s U'sl, 98 o iblisn Slwgpllo oleMbl cuds Pae Jbutyy 5,0 sl, S AD RMS U @ 5,1 shin oo s, al, cadlug plile Y,
Distributed File System (DFS) h
. A - PP g - oo
> 9uurs d‘.‘:‘l'“’" 5} Stateful cJb 4 Databasew (75} U 9 Stateless b J Conflg sM d/J.:.: o 95 Qg A diwiy] cuioly i pn /{Q Qg A 5,908 55 A sl G~
ssius 75 NTFS Permission,Attribute,... Jal gpibge el 4LISYNC 2 & cogliia (slpatuumo 5 1, Plias pié U PU 0 iliho aislif Sjabl 4y 055 s § 95 oygine o ] DFS dbiby o0 (apo
(2000-2008R2) —> FRS p . 2 . ) L.
DC1 (After 2012) —> DFS Dc2 @ Juad DFS 4 1, OF 4515 989 @lol 2l ()5 >ginsa 05wl FRS jI 449 Uiy <)902(2000-2008R2), 9425 1> =
1-DFS Namespaces 2-DFS Replication gwsm 95 ;| @ sl 9 cwl Disable 9 5/1> »95 File Replication s 2012, pY6 sjssizs ;> =
X > <—\§“§ >pilis oyl
] 2P . P . - el . - oo oo PP
é L s X Gl J Il il 4 o, Wgo 4 40 5l '«/‘M’ 191 d/{@ A > opi ‘&/w/}/f 'J’/iW’/“{ M A S9, p U i) 42 rw! N’W/DFS/O S P ol -
= Sysvol Sysvol Wl py Gl sgiiun Cblw 0,07y (s & 2o Network Drive )i & yedus cuel Uil poy (stoygpmw J16 o i
Sync . .
FileSRV1 FileSRV2 . .. . . a
FRS(File Replication Service) Public <« Public < >piuss oyl DFS j1 jgpw L6 ;> HA /15 gt =
” »
DFS(Distributed File System) = e
Organization €—  Organization AT 2 0.
5 L & & o 3 U (Jbd Olae ulwly 1, P95 o L6 13l 5 =
Q O " .
109] | Iy Plil Jyl 1z
@fsmgmt.msc% Distributed File System> X HomeFoldler €——»  HomeFolder S (o /’/{‘[‘Zﬁ)}{* e _r; iz d’//”w‘ d{/ 72 %
101111 7 % 101112 Quota,Shares, ...kl i)y (Jluly Yol byl pio iy gk .
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I e o e . 7 5 0 e 0 P e 7 . o w .
Q ol 9 59 Jiiin ygpw G by 4 sednn syl g J6 A slo,Ned )y U (Jlpdd J cuis] om0 BB 95 o DFS /150 1 e Spp -

. A A . Nz . s . .. . ] P . . s o . ; o o g
K )5 »8 Blin 099 4 B P9 ol Dbgas I plsha g @l o)l 1, 109 Olos i (5) /9/#'/(}1‘5’ w9 Wl G O 11,58 skl Olu U dw,ls Public PU 4 sl by, Jsl sopw 6 1> i 0248 Jbo -
sidea Sync 1, apds 0515 (5o, 59 goams Bpo DFS @ly /5 updso f )5 sy b fidesy (@ cags pigp o il @y o ) W58 (plwl /110 p9 ) J cawl ops Gl ) Py sl Synce,lgae Jsl o pw

NS-SRV
[eub./n <4 |, 1-DFS Namespaces 2-DFS Replication (st> Jsls @7 (59, » 9 Namespace SRV 0 ¢ [eub./n Sl 9w Jo6 g,g/l,a._:l -

R-Click N : NS-SRV
Dfsmgmt.msc—> i I: amespace srv T

Namespace

\\NS-SRVANS-Public Links Name:public
Folder target 1: \\srv1\public & Folder target 2: \\srv2\public
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Encrypted File System (EFS)
EFS is the ability of the New Technology File System (NTFS) file system to encrypt files on disk in a manner that is transparent to the user.
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Please type in the password to protect your .PFX file: .
Please retype the password to confirm: C:\filerecovery ___.,.] file FECOUEI'}'.CER —> Public Key
Your .CER file was created successfully. —_——> L bli 5
Your .PFX file was created successfully. 2 filerecovery.PEX > Public+Private Key
A .2 P g . Z 9 a oo -,
s i s je, P2 5 @l U psae pl g W5 anly @aey] (p9ae sl g Qai 9W0) 9 SIp P95 gy P U = (3
Gpedit.msc in workgroups
Gpmc.msc Wlnd_ows Secuflty PubI!c_key E.ncryptlng M Add Data Recovery agent —> Add filerecovery.cer
\ Setting Setting Policies file system /
- N
@ A 4 s L ee . . Wl s filerecovery.pfxcuti — @
¢ ¢ ¢ sx 50150, s b ;I 5 g8 @lojas 8yl P owly Ss1 1 v-pfx
Userl User2 User3
(CEFs1 EFS1 EFS1 ) Y ,u, Y bl )5 5 apis EXPOFtH/U » Syl uw’/u/ /‘U w s b (slgh 6 d/w/m caps —
(CEFS2 EFS2 EFS2 ) srilis 13 el W5 bl 5 5 ssduan oyl 0 les kg b wlialsf o U po o Sids i sl s 13 a, cags ~

4 e e e o o T s 7
wla 6/’/”/*‘/ Iy A 5 50 (sl 'J/WM SAWjas b b o wliglf 6] 9 Jiy J 0 Gupb ) U AT s 1 jay |, I pides Ju6 L pplghan (59 0 U liy) Rl -

S ly p ROl (phbias |, pidol sl y (g fiw JB OF 4 pilghm J U/I,//U (A90e u&w//ﬁylw T G ) i Rl Detallu)) et u(u l, 6,//.)/,.0/ oub [eolshua g J ol d,l.w MM P A)Lw b |, u(/ -

\_ )),,Lw aSldl o pis G,I/J,w, S 6 U S o o glo )y pgdnn 49&0/4)@/,./,0 sy J
@ Network Load Balancing (NLB) implementation N

RAID —> (Disk Groups) Or (Disk Array) + { Rule Or Policy} —> Data (HA+LB+Quick Access)

. P . 4 P L. e . S - , s
Server Cluster —> (SRV Groups) Or (SRV Array) + { Rule Or Policy} —> Service wug) gl g0 pi)ly (s, Unp oy U Quigpw b &)1 caps aline @il g opel b Gilbs J 9w ] (29pf  ~
P g P s . , . 7 . s o 1 . e 7 T . L ..
1> 10 9 pdin 3 LU s> Gopan s> yopmw PU 9 (o ST A G boygpw jI (5] acgome d cuwl <o,90 iy funl 9 85991 Go),) (I S50 ply 980l Jlod cawl (55w 65y J16 jJ DNS Gesb )| (HA+LB+QA) <0500 —
d9iual s9pm >3

NLB & Failover Cluster il il (g @Iy 51> ssFeature 9> oAk ~
Cluster IP Address : VIP

Cluster Computer Account ( in The Active Directory ) : CAP

NLB (Network Load Balancing) Cluster (L4), Stateless, IS, Web Server ; Host Support ---> 32 ;No Application Aware;no Share Storage
Failover Cluster (L7), Stateful , Hyper-V Server , File Server , SQL Server , Exchange Server , ... ; Node Support ---> 64; Application Aware ; Shared Storage needed
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e .
@ Cluster ip:10.1.1.10(VIP) (Q_{—U/G/",U-I sl, Host ,9w 9, U NLB ClUSteI"&J{/[Qﬂ.b/gZL_{A - )

Name:www.test.com(Optional) P
. a .ona » . . . . . 4
[ =TT T oo piv p2lgh WUOINLB UT o) g pw i cuawd )5 s jI Qg o 9w s jwlW )5 59890 (slo 9w 4a2 (59, 4 NLB Feature xb 1l ~

. .. . / . . / a CH * /' / . - .
Hly 989 10 Nib,Wibs s sl slo,l jyl <l 5 plin 1,8 @b, lid) ;5 NLB cypm 9 cidlw 814,11 Run,y Nlbmgr 0 ;) -

=
2 . S g S S o s Y e P ] .
X S o/l el i NLB > s @il PL (o) palin pol pioly Giivly 5989 iU Ay ;1 iy P eatlan 49l0) 1, cawlo Ay (B9 (Jupm Jjgl Gupb ) s;100 el @90 )5 =

o ladb 6#?) ¢ Priority cw u*‘{/»’) du';) ),{,U/u/)w ayly (auadi Priority(unique host identifier) ¥ ¢ | ;I iy ¢ OF ¢ y9dus SUd) cawls (359 -
__________________________ ol opds ayly i canls 4 o sl
Cluster ip:10.1.1.10(VIP)

Mode:Unicast,Multicast,IGMP Multicast

Rule:MultipleHost,SingleHost

|
|
:
|
| . 21 . / . C3 . o o, . . of * . . . ; & - .
X3 ! o980 cyppn g Vol 1, b cawls W sU ;I @lgiun 9 5900 63wl OF j1 j9pm (sU ;I cmdd ;W 9 5,15 989 j9rkts 1> U948 Uiy < 9 Nlbmgr i pre /1l =
Q
|
|
|
|
|
|

~

sy Sl Wis o fesppse casd 1)l 5o g 5T (o T G oply SLb) Canls 4 (pusso

MAC Cluster: VIP+tMode —— > 1-Mode is unicast then mac start with 02:bf..... 1-Mode is multicast then mac start with 03:bf.....1-Mode is IGMP multicast then mac start with 01.....

. . L ) . a4 yZ .
seinp Gl u,yT o sl 4 9 apis Jlaguoy] o punl oy (ST & cawl 090 eriy )T o aly) =

Multicast
Cluster ip:10.1.1.10(VIP) ———2' »_ 03:bf:0a:01:01:0a

v [Rite cay eyl ), S 9t w7 U epis 03l puis Jals s b ;5 (578 )98 ] 5y w25 piio cagg FA ) e ey o 9l > < Burn In Address BIA s sy apijlu 66,0 buvgy /v'w QuoT o -
No Unicast address it L/L/ ,JI 9Un|cast address (& sl v raww Caw ,JI Jb e ,wlgo
by gl o, Lo S UJ’//‘U sizsha MAC Flap uJ(M’ G o alibe 9 95 71 (g sl 5 1, @l Gu,5T s 95 aow U »MM el g >9“w° Sl 9898 5oy (slgu 5T i ujllly uoll (w57 s -

&1 Slp lply wish bl 5 @l U (ol (Sl o9y alids o, o s5pm 4 5 e o aw b 4 b G, g ()90 UJ’//‘U/)SW Mo 8 S (5o 9 p0 pg L) [R2 5 psw @2 rgins Cal ainl Umcast
[uiles 8yl piow (Jlddy <,90 ;> IGMP Multicast & Multicast ou,;l e 51 Jln !
))/ul;\ Slald Fail Uyl Pae G 0 ;) s 9 r9iume JHW0 Heartblt/@lg sl Wb /.wJJ n.,l{ sl cwls (g —

T " g
2Kl Bl (s yg o @pi SyNC s 5 (iuds NLB —

AN

Rule in Server Cluster
i cni 08 OB | 9w (p Jl ogti o (o (ST (1] ;I PIL o 4 (abda 9 & iy W aasl o Quw 9 cawl spis oyly (pavadi gy ‘U/ud"’ o 6T pwlw! 4 — PerIp Address o

- . 25 . o g ~ . 7 . s e 5 PN v
W curg w0l 9Pl | 9wy & s b o (o (ST 0,90 (il I PIP o 4 lhine o o 4 W @l o (w9 cwl i 8yly paudds fwW @ J yle (o ST ey wlwl g - Per Port @
Y ss | s Nz o
2o Fslin s WG Jolis TCP,UDP ) 1 a5 o9 (5,Uss esal = Per Protocol @

soad g gl I (slgile s Use coags ilio (sto Rule @lsiza YU godsn ww cad) gl o el ol ~
. X e . . , w7 . s e i

Misd 9,7, o cawle 4y g 515 p2lgh g pw cawlo Ay his dba) 5 g @5la) Ly @uplshn Active/Passive <o sy |, jwll slo,9pm 9 5,100 5989 Load Balance A 2 (225 /12 Single Hostedb,), |, jawW JI ~
Nd . . .7 . 7 . I . " s X V2

sl adiss 1, Single Host > il e g 45,15 ys9Handling Priority @lsie b a%! Port Rules cwwd )5 @il Properties cuwls ;1 J1 -

[obod Qadiaa |, pis J1j5 119> el ot PW,1 U0 sl ], W g b cuwle gy Afinity Ghuwly 9 culpf gy pilsun dri) ool QU o0 )5 9 cuivly @uplsd |, FT+LB 95> 4 Multiple Host <6 ), -

s g s P .. s 7
290 Jwog S cawls 4 g 488y W cwl (phos 9 pis p2lghi J1,5 4 Niwwly — None @
. 3 H - & . /.( oo 7 - 4. . . 7 o . or .
4 9 596 (Al Time out @lsiw cJb g5 @l /5 ~ 29 Juttis 4yl cawls las 4 AW sl i b cawle @y U Ruudl sl b G 5 H9id 9o YW (o (ST hizfgn U — Single @
a s . 7 9o o Ty " . " 2 . 2 o 2 . P
S s Qg gl U wiles a0 U (Jloj a;b T p S 9 590 s2lb 180 Siuwly 9 pplh iy W & ST Js! caw PE Jalss dJ y9id (yo9¢ NetlDafps U — Network e 82

>shugs @uud 9i ;1 cawle Hirlus Afinity “/3”7 )
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@ Kby Gl ($ iy Quggpw U 5l (Foldn slo )9 @iy, i8) chdw o 8 v 4gi U b cawls v @lgiw 4J/>,l) >89 Load Weight °U @ (s4ul,t Multiple Host <6 ), -
Multiple Host+Afinity(Single) ablw d«lf/ KM U2 Gy eIl ~

I K ks s sisin Juog OF 4 W31 By sl |y la ol canls (15 T (J st pisn Heartbit o> sl M" IKG b j9ks Wsw U elple @508 95 U s)9aizs cawls g, i)y of ﬁu’ T
sirlus NLB <yl 4l 978 éyﬂyﬁ o cwl L o i luga uwld./l dJ V Yl /.al,w U )“ vV U g >giinias &wy ! ©¥gin Heartbit @)y ,l/i/./ ey /.ouJ

spilipn ;1 s @lon U 1, U aaly] s (sps olaalpo (sl aibl o Disconnect Ya uibl aaisly cuwls b w0 Qusgpw b @iulibl G (slp ;U Session o ey W' el J 6 yetus oyliul e @l o Afinity -

-

@ Active Directory Backup
. - P g P e, . . . 7. . g / .
,@QCoreMode(,p/;IUQdy/pLz,),wwl,w;laql,,q,w”e@tyleg;layoc,uu,{;qb;&wa;ﬁywuwgy,ﬂuw AD 4 cwl figs a2 ;) S -

. - a .7 . 0. q q . q q q o q o .7 T
< la gadg8 il P SO U 9 pwlivn |, P i paaly 5,90 a2 55 9 sl js Application Aware @ss >3 o,lw! Veeam Ba)ckUp gnd Replication , /¢! r‘w/;/ bw/cs;l-:w sl p il ualy spJ L,JU{/GI/{/-
sl S8 T an i (5,50l 9] OB sedun Casl QW @Bl p B9 )y Esden il mlaiss ) W 4

)M,Q %)U{/;g,u'{g ,w/,) v 6;9”74’) %117;1 Woe /wa/u.m') System State;!/ 6,5)/%)115/({ 4)/)5.4:@ sytziwl Windows Server Backup ;) ¢ (st @ 5 spi <3js NTBackup aalpy s @ Pood jouisg ;1 -
(DC+DNS SRV+GC SRV=SystemState) itus cs,3/1)> 61 ;1 i U U sl @ sl ;1 K System State ;| widp ol lply 5,100 W, s & P31 5,55 960 11 i ol o ol epo gpidgn ol =
Forest=Directory(ntds.dit+sysvol):DC1,DC2,.... —> [eg,;«l{/guf//,System State ,J,«w/wb [’I/d/,'l o/;unfu Fr lpls -

DC1:10.1.1.1
DC1:10.1.1.2

Active Directory Site and Services (NTDS Setting Replicated is Ok) O_r> Cmd —> Repadmin /replsum is OK

Whbadmin.exe <— cuwlpl LG i ,LuU/;I - CWbadmin.msc Ru—">Win SRV Backu@ G 9 (eu&w.d Windows Server Backup Feature cwa ¢ °141 Server Manager .4 ;1 -

S0 6;9”7{’) %zﬁlp'ﬂp 6/&5)/%)‘1{//) (g Milusi System State v by 41/),/) 2989 (7 o b gl ;) 6,y/gug/u,y4 Optimize Backup Performance (i, ,, Local Backup cuawd ,, -
@ Schedule Backup Options

e
Schedule ki (wlw! w Full S
Local Backup—> Backup once wizard —> chedlile <l Quila 252 © Full Server

@ /Different options ——————>
® /Custom W System State Backup —> Choose Destination
Advanced Setting
\/VSS Full Backup —> ,,J.w ub I, Transaction Log (s uu/ Ll ;I gw ~

\/ VSS Copy Backup —>,wtw ub I, Transaction Log (s uu/ Pl gw -~

Full Backup ~
Data U 9w 8)ly dJ ;! L_)UJ

T G,y/%)bffufa > Call w/ VSS ( Volume Shadow copy Service) -
Differential Backu TR P A . .. . P
Full Backup Py ot s W Jsf 4 cuwd ol pdi j1 ol

7

I Back oo e T Pll @) & g ol o pops o) & sl el @lo; o couwl opp &l gyl ~
Last Backup "TEMEN BACUP oo i UL e/ ¢ o <l j1 UL O Pl 0L & 9 oo U Eor OL) @ G4 @ ©0) J caul g AU o1

.

P s P P ~
>pdt QW In-Use sk ;) Wlgy U o pn spd QW Ringw 4 1, @Usl ¢l 4

83
R . - e A - AN
Daily Backup Glrg, ol iy 5] L,)U{/ s9dun 48 vhdx (5,0 5,6 b )90 9 5pdin 1,6 WindowsimageBackup 4 Jil, 5 W @(%

~
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@ Restore AD Backup R

___________________________________________________ P
. |

- | S - | : Stateful et AD | Sync |

- < N - «— > i

I | b1 DC2 | | caul i Jbo [ESEEEEeEE ,  DC1 B ————————e .

| Userl User2 | | Userl User2 | | i i i Pl

[ | [ [ | | | Lo

| | I o 2l | il . s 7 I [

s e gl P omen 1 [g][g) | Kl oo SAouiovn Sl N

| @ |9 Backup 0 ! @@ | _ in®00AM |1 ou3 OU4 ! cuwl opds 5yl (OU4) 0 | ous ous | |

| LN . X i | > S X ! Lo

| oui ou2 ! k:? | oul ou2 | | L] S

g | N ! |

| 6 - | |

, ous | | | 0UB ! e VU DSRM el s sy Al O T, gl i eyl L) el + ol o 031 V4 Yo 4 o e (g6

|
! \
femm e ! fmmm e 5 . .. o 0 Q . ~
I Q Q 4—@ @ @ | 2 G DSRM 5wy b ;! 22 9 DNS DC2 i)y < 9% ,> Domain\administratorGus j! @lsis o cJbyl 5 @50
! \ L7 Ry . . . 7. q P T A R
! ! eidss e, |, OF P i ualy <o b, j1 JE o9t 6xp Gigal 1, OF ju, Il 5900 @V P sl 4 bl pio

o reset password on server null —3» New password:
CMD— Ntsdutil — Set dsrm password
@ reset password on server Servername —» New password:

cawl <5 pan /@l{/)y:ty cuy, 799 DSRM , ou ) e <l - msconfig—) Boot tab—) / safemode —P /Active directory repair DSRM <Jb 5 joxus @rel Yo i —
7 e s o
siwd Qi 5,505 95301 95 2 5> GdasT USN
USN oul1=1001 & ou2=1002 & ou3=1003 & ou4=1004 uw/gya ) Uf{/ 0248 sislus Version Object aw/oaa,;.o «U/Update Sequence Number °0 & 4, l,Attribute (5w 6/91/7-15 %ﬂf,) > Object

>9iusTomb Stonejy, 1A <o ¢ 9 Ou1=2001,0u2=2002 Ui /ufa i (T USN W gdiue uf; 0ul,0u2 ¥ Jb -

.7 pd A
b 2 DCL 9, # 1, U 8:30 AM cslw riilus 40 y5 Jbb -

Restore Backup DC1 Sync DC2
I — TR T It . . . ;.
oy ) p | 1001 1002 100? i i 100?, 1004 2001 2001 | ["Qy’US/N UJ/J/ U Rl pis s ” spels w},' -
drl L a5 pkee U :Q Q{—@@ £ | X5 S L | &) | € ! wo 01 g soi V' piilan | Wil (panly 5 >pduns
Q o . .. 7
jUserl Userz  ou1 ouz ous | X | OU3 ous oul owz2 ol @ 90 5,0

e e o . 4 e e e e e
AAT @aly @yp < b, ;| JF @il DSRM el )5 Jgl p il cualy 55 1, ol (9 & cwl cunnl jolb Jluy <l ~
& 4 . o . & { 4 . . 7 _/»/ .
2> Gl 1, sl pts Jlap el )y Quis uw @go )5 uplghens J gl TUSN pb Jboy b )
. . P . 7 . . . e e e . . . . " g .
s jui pislus Userl,User2 & oF Blivy; Julis ) ay9a) bl |, OUl (irg, rn 9 s polshi 3js usly 95 ry Hsw @ss ;> Oul 2,14 Oul=3001 W JI )by, ;1 5 5 G,,J"uw S s ol pls -

Catalog Backup
(Meta data)

v Orginal location
Local Backup —> Recover —> Select Backup Date —> System Sate —>xperform an authorative restore of active directory

R v I 4 oo e 22
s 4 juilsn oxliiwl g i) el 1 RIbPp 1, Ss90pls sl W eeplshy (29 s P ol ¢ s pled] J ovhn
(Q_{.”)/Jj{ sl QUL ol 1, T 1 iy [ulghen Yab g8 Cumile Jb5 E A Ly Gl 91 5,80 11598391 JTUSN Database
Primary Restore

@5 Y0 1, joxzs g cb )5 421 5 @2y Giglj#l 1,USN Oul #U DSRM » 5 5 Restore awsp Ll ;I 27 —

9 1474
4 )
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" N
@ Oul sy USN (il 9]

3 object(oul,userl,user2)
w8 ialisl |, USN G lip uo Codw G Ygass

Or
CMD— Ntsdutil —)>Activate Instance ntds —3 Authorative restore —) Restore subtree ou=oul,dc=test,dc=com ———3 Restore subtree ou=oul,dc=test,dc=com Version 10000

c,auf,;wu/q )80 >1& L/L//.‘lu <«— Restore object
ou Q,iyju/q{/w_n <«— Restore subtree

@ Windows Deployment Service(WDS)
/4 - . . . .
Wuw b ;1 jorisg
) U i . S s b 2 o) em ;
RIS (Remote Installation Service) ———3 Windows Deployment Service(WDS) Molus Juaga 9 gy QUal ji SCCM dwgs i 32p0 ;1 9 sy s —
& - . . . / . . / /-‘ . . . . . foe . . .
ol opds pizg g jopisg s > s U 9 55 pis PWI passl QUL Qi 4 jossg cadd py 4 Vool o xug o by josizs ;) -
[2) (1) A sl 95 4 joksg ) (sl =
Install Image Boot Image
g 3 . . 3 o 5 e " g aoao = A . . . e
srks J15 Install.wim LG Jbly 9 sl josbss prasl Julis — uw g s Customize (,,& WInPE (Windows Preinstallation Environment) <4 -
7 . . 7
. ~wl 9 p i sl 0 j ool y] 18] cidw ;] | T aob “awl
Generalize @l { Sysprep 6law! Install.wim ga/ - ol Josity Gl Gl bt O5e) [l g A1 <o [ sl S 5y OF 48y 5
ols AU cugp gl @l > 9wl opds »9dus oyl 14 Live Recovery !z WIinPE ;| -
Install.wim WInPE swi x> Boot.wim (uiges 5 cud gl Giygh 9 pilus puasl iy ;5 .wim (Windows Image format) wgws U (L6 -
/ps C:\Windows\system32> dism /get-wiminfo /wimfile:g:\sources\install.wim .
Boot.wim
Deployment Image Servicing and Management tool 65 C:\Windows\system32> dism /get-wiminfo /wimfile:g:\sources\boot.wim \

Version: 10.0.19041.844

. . . . Deployment Image Servicing and Management tool
Details for image : g:\sources\install.wim Version: 10.0.19041.844

Index : 1

Name : Windows Server 2016 Standard
Description : This option (recommended) reduces management and servicing by installing only what is needed Index : 1

to run most server roles and applications. It does not include a GUI, but you can fully manage the server locally Name : Microsoft Windows PE (x64)
or remotely with Windows PowerShell or other tools. For more details see "Windows Server Installation

Details for image : g:\sources\boot.wim

Description : Microsoft Windows PE (x64)

Options. Size : 1,399,799,034 bytes
Size : 9,481,916,907 bytes

Index : 2
Index : 2 . . Name : Microsoft Windows Setup (x64)
Name. : \{Vlndow.s Ser\.ler ?016 Standard (Deskt.op Exp.erlence) . o Description : Microsoft Windows Setup (x64)
Description : This option is useful when a GUI is required—for example, to provide backward compatibility for Size : 1,549,873,579 bytes
an application that cannot be run on a Server Core installation. All server roles and features are supported. For e
n}ore details see "Windows Server Installation Options. @e operation completed successfully. J
Size : 15,560,241,110 bytes
h i | full 82
L The operation completed successfully. (0/0‘5;/7 )
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Windows Deployment Service(WDS)

PS C:\Windows\system32> dism /mount-image /ImageFile:g:\sources\boot.wim /index:1 /mountdir:d:\temp /readonly Program Files
- Program Files (x£6)
Deployment Image Servicing and Management tool P D\t
Version: 10.0.19041.844 s98) 838wl @lgius i punsl K 45 i Sl Ubs, uas I - ‘\temp ProgramData
’ _—
4 o fren ..
Install.wim slass) ¢ ,0l,5 b (Jps @900 Wlo] Liile - SOUrces
Mounting image
[ 100.0% ] USErs
\‘Te operation completed successfully. D windows
PS C:\Windows\system32> dism /mount-image /ImageFile:g:\sources\boot.wim /index:2 /mountdir:d:\temp /readonly Program Files
Program Files (x86)
Deployment Image Servicing and Management tool DA\t
Version: 10.0.19041.844 F\temp ProgramData
_—
SOUrCes
Mounting image U
[ 100.0% ] <
The operation completed successfully. / windows
B setup.exe
2 —Z . APV
bole R GgJ g 56 9 cawl P8 ' (Jias a2/, BareMetal gonl b 4 (o8 -
0 WDS,DHCP SRV Are In one Broadcast Domain
~ P ) . 7
2> Jb o pides cyle @uib jluy cugp piopn gl IV y9 59, p 952 DHCP SRV 9 WDS @ —
(1) (2) (3) sgiin oyl cugn ;181 USMB jI cudd oy )5 9 g 18l @9uTFTP 1 cog) adopo

Via NetworkCard | Boot from PXE

El PXE Bootrom

BareMetal

DHCP Discover Connet to WD
1Scov o S= Q WDS,DHCP SRV Are in different Broadcast Domain

Take IP Boot images
Install Images Option 66 =WDS Name or IP
Option 67 =WDS Boot File Name Location
Boot\x64\pxeboot.com

DHCP SRV ! Pouwp o cdlayl )y —
+5 @l 1, WDS U kv Option U

6 WDS,DHCP SRV Are on Same Server
>9é @47 Option 60 =PXE Client £& DHCP SRV (59, » cwl jli byl ;5 -
s9b @845, Win Enterprise LTSC @b jw ly cwl pp -

Syspre
(win 10 LTSC+office2019+Application+Utility+Driver+agent+full update)u} Capture image Heis <dlwBoot image sy, ;! 4.1/»,.1;/» syl&wlCapture image ;) polbs Jb 5 jous9 bats 5 —

Add Roles & . .
Server Manager Teatures > Role Windows Deployment Service (stmgm.msc Rune_ \win Deployment SerVIce>

86
_J
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. - s . .
OF cyppm J pispp 550 s 5515 gUbI U G i dids

9 & 7 - e . 8 ~ . 7 & I ~ (
29 el iyl Span sl Cacl U pigled <8l |, cunl jopm @ aaslpn b g W g 59 apd \WSUS s > GunT il U s il s g 8,51, Uy pl e iyl Gupb ;) rattin 555 piilsun WSUS aul ;1 s ‘PU-U -

Windows Server Update Services (WSUS)
by @plgh i 4 P bl 5 VU @u Sl 5 Jlais] (slo BUG als Spbpy 5 iblugplile coVuana jidy caial (5)15 00 cags =
(1-Check site for new update 2-Download 3-Test 4-Deployment) ssius daje sis Jalis (Jjlw, j9p dwgp —

Gl J NOtIfyol (edw > cwl LG9 sl (.puJ.I » diw.a Jop Cael cuwl UJM 9 Mo p2lgh < Bjs Pow s J (/wl (lhin (.;.u./.U Bl (,U/./I n.,lu(np/l u/w =

~

(esilin o5zl WSUS ;| el plty s oplls 9 cawl jpato s

sodn ogun s gl 25 NS Y

(&

.

@ WSUS Planning cuwl opiy G j9xsg slgs, o9ata 4 sy 4 2008R2 joxis ;I WSUS — )
@ simple Deployment With Computer Groups Simple Deployment+Computer Groups (s, ;! bgas ()9 5,15 y 9 WSUS ;W 65l 51y ke sl (81,0 ~
& b3 . . . . / 2o
Repository Internet FW WSsus sgiun ayleiwl Https sly AOKI g Httpsly AOFe <o 0 1 sy o FolP jouisg ;1 55 plun oy leiaw]
: o I — el jorus sl u.qu cypm sl g piliaSQL Express e J ;u)/dﬂw’ o9 v v w VoA Soug ;1 \WIB (,)'/39 =
Microsoft R~ Client Client 7 Z
Update ‘ o P m’ sioligs (S0 cgW Poo G \WSUS (uwlizy (510 WIB bigas « ygin oyléiwl i Roles & Features ;)
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